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Abstract—For designers of the communication stack of sensor key trade-offs, and complete the study with an implemeuorati
nodes there is a constant tension between performance andof a link service featuring an ARQ link retransmission paatb
m_odulanty. To alleviate this tension, researcht_ars have aoe up and a low power listening MAC protocol X-MAC [6]. Our
with a number of modular architectures. In this work we take . . .

a refreshed view of the design of an abstract link level seree, analytical ;tudy and experimental results comb.lne togeithe

an important component in the communication stack. We start Show the importance of a number of underestimated aspects
with a critical review of one such service, the Sensornet Ptocol that constantly undermine the elegance of components and
(SP), and then we implement an SP-flavored link level service |ayers, namely semantics binding, implicit informatiorash
featuring a novel combination of ARQ and MAC. Experimental ing, and time scope initialization. In additional to provig a

results of transmission delay and energy efficiency highligt a . . .
few subtle architectural design trade-offs we have encousted, solution, we also give a few afterthoughts on modular design

namely semantics binding, implicit information sharing, and time The rest of this paper is structured as follows. In Section I
scope initialization. These aspects have significant impaon we present a critical review of SP, in the light of compamtiv
software modularity in tiny sensor nodes. studies of a few other related services. In Section Il we

describe our implementation of a generic ARQ link service,
to be followed in Section IV by a detailed elaboration of a
The overall performance of a sensor network largely hingésw modularity-performance trade-offs we make to integrat
on the efficient operation of the communication stack on eaBAMAC to the link service. Section V presents experimental
sensor node. Still an ample field of innovations itself, loweevaluation of two different implementations in terms of letc
level protocols such as MAC protocols are increasingly emeddelay and energy consumption. Section VI discusses the
a standard system service. Nevertheless, the tension éetweurrent trend of modular design and clarify the distinction
critical performance metrics such as power efficiency ard thetween module and component; We conclude in Section VI
need for software modularity have limited code reuse tol®y summarizing our findings.
small proportion of the whole stack, and often requireshiert
fitting and tweaking of the reused code. Therefore, reseasch |- REVIEW OF A UNIFYING LINK ABSTRACTION LAYER
have come up with a number of modular architectures toThe SP layer essentially provides a single-hop message uni-
address the need for an efficient abstraction of the lower$ay cast and broadcast service with optional QoS control ardtfee
One such software architecture explicitly targeting compdack. This abstraction brings two main benefits: multipigxi
nent reuse is the Sensornet Protocol (SP) proposed by @ulleof higher-layer services; decoupling of message subnmissio
al. [1] and realized by Polastre et al. [2]. The main absimact and message transmission. These enable the next higher laye
of SP is a single-hop message sending and receiving serisesee a continuous connection with any neighbor. Message
that encapsulates the actual datalink protocol and radverdr sending involves two separate steps: a submission requeést a
with a standard API. Essentially, SP divides the protocatist later a completion indication. Reception is triggered by an
into an upper part and a lower part by relaying messagesscrasynchronous event.
its upper and lower interfaces. This enables a standard way o o
designing new protocols or stacking existing protocols in & EXpressivity
structured manner. Later developments that followed theesa The expressivity of the SP API is similar to that of
line of thought - architecture-based component reuseydecl another logical link control protocol, theacknowledged
the modular network layer architecture (NLA) by Cheng atonnectionless-modef IEEE 802.2 [7]. Table | lists the
al. [3], the Chameleon architecture by Dunkels et al. [4§ thprimitives of the network layer/SP interface, in parallel t
MAC layer architecture (MLA) by Klues et al. [5], althoughlEEE 802.2's network layer/LLC layer interface. The simi-
with different focuses. larity between the two is highlighted by the almost ideritica
The purpose of our work is to take a refreshed look at thpacket parameters used by their send primitives, shown in
problem of defining a unifying link-level service, first pided Table Il. These parameters are passed out-of-band together
by SP as a vision and with a showcase implementation, awih the data unit involved across the layer interface. TheeR
later refined by NLA, Chameleon, MLA, etc. We first provide @&tack in the Chameleon architecture [4] has a set of singje-h
critical review of the original SP abstraction to identisveral services using similar parameters.

I. INTRODUCTION



TABLE | Message Pool Available messages

NETWORK LAYER/DATALINK LAYER DATA TRANSFER INTERFACES OF SP TR — Neighb""“wa"eH_ .
AND IEEE 802.2 TYPE 3 OPERATION 9 = - Loy e

Earliest submitted first

[ Primitive [SP__8022) MessageB |— ]
Send packet X X Message C | _| [— Selected messa
Receive packet X X
Modify submitted packet X
Cancel submitted packet X L L
Fetch next packet to send X Message X
Retrieve packet from neighbo X nomessage >
Prepare packet to be retrieved X
Fig. 1. The SP message pool's online search policy
TABLE I
PACKET PARAMETERS PASSED BY THE SENDING PRIMITIVES O6PAND
|EEE 802.2 TYPE 3 OPERATION next higher layer to perform encoding and decoding. TinyOS
[_Parameter | SP 8022 | 2 [8] follows this cross-layer message format assumption.
Urgency (802.2 Priority) X X Chameleon, in contrast, assumes that higher layer pratocol
Reliability (802.2 Service Class) X X b fit f bstract ti ted b
Maximum number of retransmissions X constant may eneint irom a more abstrac _Seman_ ICS, repreS(_en ed by
Transmission status (success/failure, congestion, [etQ) X individual packet attributes. To achieve this, packet elirop

and decoding are performed by a dedicated attribute-header
field transformation module below Chameleon’s single-hop
broadcast layer.
The dichotomy of encoding/decoding mechanisms between
Hidden behind these similar interfaces are however ve§P and Chameleon represents a subtle trade-off between
different implementation complexity, based on differest aflexibility and modularity. By drilling a hole across layets
sumptions about traffic patterns and link mechanisms. leak packet header information, SP allows maximum flexipili
SP’s implicit assumption about its lower layer is based dput falls short of presenting a complete abstraction. lo als
the existing types of sensor networks MAC protocols, whidhas to duplicate some control information of the message
are characteristic of low duty cycles and interdependenkeader. Chameleon, on the other hand, seals off lower layer
between neighbors’ wake/sleep schemes. On the other hatetails by means of strict layering and late semantics hindi
average traffic load is supposed to be low compared with chaki additional benefit is the possibility of aggressive heade
nel bandwidth. Therefore, a centralized message pool id ug®mpression. But strict layering increases the risk that an
to provide sufficient buffering of unsent packets and neargss emergent low level feature will violate the predefined set of
synchronization with neighbors. Message transmissiooigd high level semantics.
after an online search among pooled messages, that is based o
constraints of neighbor states and message prioritiesré&ig [1l. | MPLEMENTATION OF A L INK SERVICE
illustrates this search policy of SP. There exists a paénti ] ] o
performance problem with this, as the searching delay is"We implement a single-hop message service in the Con-
proportional to the product of the sizes of the message pdtfi operating system [9]. The message service consists of
and the neighbor table. an abstraction layer above a stack of reliability and MAC

In IEEE 802.2, packet buffering is distributed among thE¢chanisms. The abstraction layer provides a common user
sending components, essentially coexistent state mag;hofie API that is similar to the TinyOS 1.x-based SP [2] [10]. This

individual logical links. This design avoids the latencyaf S€rvice enable us to make independent evaluations uredfect
online search at the expense of dedicated resource aiacaffy TINYOS artifacts.

and complex state maintenance, and requires relativelly hi'g

quality links to operate efficiently. . Message API

Chameleon and MLA push the complexity of message we show our message API in Figure 2, which consists of a
buffering and scheduling down to a multi-message MAggitialization function, a send function and a receive loatik.
layer, that has full control over queue management and statge main differences between our API and its TinyOS 1.x
maintenance specific to the MAC protocol in use. counterpart are: instead of obliging the user to bind the-mes
sage payload and control parameters explicitly int@&&mes-
sagebefore submission, we treat them as function parameters

SP and Chameleon are examples of the two opposite elatisl bind them internally later, thus relieving the user fitte
of message encoding and decoding policy. SP assumes ties# of error-prone opaque compound data structures; we bind
a predefined message format, such as the default Tiny@® split-phase send request and the send completion fiwdica
message format, is global knowledge to all layers. Theeefanto a concise function call by leveraging the convenientce o
SP simply acts as an internal router storing and forwardimgllback; we do not implement any message modification or
messages across its upper and lower interfaces, relyingsoncancellation primitive.

B. Complexity

C. Message Encoding and Decoding



protocol logic by using callbacks for customized operation
on any specific neighbor. For example, the user may adjust a
sp__send(data, length destination, urgent, reliable, neighbor’s link quality upon packet reception, by hookihg t

sen _compietlon_callbackf ata, length, destination, adjustment routine to theeighbor updaterimitive.
acknowledged, congested, sending_delay),

sp_init(datalink_protocol);

D. A Link-Level ARQ Protocol
sp_set_receiver_callback(receive_calIb_ack?data, len, source, destinat .
signal_strength)); We choose an acknowledgment-based automatic retrans-

o

mission protocol, a commonly used reliability mechanism
Fig. 2. Message API. The asynchronous interface represemsssage as a for wireless networks, to be the foundation of our link-leve

payload associated with a set of parameters. Asynchronargseincluding gervice. The module also defines a 6-byte packet header
the send completion confirmation and the receive indicasicn handled by

respective user callbacks. This C function-based interfanforces much anSIStlng of source and destination addresses, a pamt ty
stronger type checking than generic event handlers thatepsopointers to (either 'data’ or 'acknowledgment’), and a sequence number

compound data structures, an error-prone practice. Encoding of outgoing messages and decoding of incoming
packets are performed by the module as well. Retransmission
is enabled by the reliability flag associated with the messag
being transmitted, and the retransmission counter is fe#t ba
The sp_send primitive does three things: 1. It encodess a congestion indicator upon sending completion. Thedmpl
the actual packet by calling the link protocofew packet mentation is intended to be general enough to run on differen
function; 2. It reserves an entry in a central message poolNAC protocols and radio platforms.
store the packet, its associated parameters, and a tim@;stam
3. It performs the search algorithm that actually looks up th V- INTEGRATING X-MAC TO THE LINK SERVICE
message pool to decide whether any message is ready to bEhe message pool, the neighbor table, the ARQ protocol,
transmitted by the link protocol. In case of multiple validogether with a radio driver, constitute a complete link-
candidates, it selects the best one, i.e. the earliest $igoini level service. Our interest, however, lies in the adapisbil
high priority message. Because we desire to have stablg lirdf this architecture. More specifically, we want to evaluate
that are agnostic to bursty submissions and radio dutyiraycl the expressivity of the user API, the performance of the
the search algorithm needs to be called on two other occaisidouffer management and transmission scheduling mechanisms
when a message transmission is done; or when the radio wakéthin the typical bandwidth and energy constraints of sens
up from sleep mode. networks. Therefore we add one of the state-of-the-art MAC
Message reception is handled by a user callback invokpobtocols, X-MAC [6], to the stack.
by the link service. An incoming packet is presented to the X-MAC can be viewed as an enhanced version of the low
next higher layer as a payload with a number of parametgrswer listening B-MAC [13] with packetized preambles, or
decoded by the underlying link protocol. a hand-shaking channel reservation protocol using maltipl
The message sending and receiving mechanisms of our IRKS packets to trade for reduced idle-listening time. Afart
service embodies a late binding/early unbinding principile its well known power-saving properties as a MAC protocol,
protocol semantics. The goal is to fully leverage the abtitrg we choose X-MAC for its lack of explicit acknowledgments,
power of layering by pushing syntactic details to lower kmye which makes a link-level ARQ protocol a perfect complemen-
tary mechanism to it.

The obvious way to achieve maximum modularity is to stack
The neighbor table of SP is accessible to other layers vidtee ARQ layer above an independent MAC layer. The latter
common interface, to enable cross-layer collaboratiom sisc duty-cycles the radio and exchanges strobe packets before
link estimation and routing. This falls into the shared taie delivering an encoded packet. This apparently clean slate
category of typical cross-layer implementations classifiy implementation, nevertheless, must rely on a minimum set of

Srivastava and Motani [11]. shared knowledge: source and destination’s addressaskin li
We implement a similar mechanism in our link servicdevel formats are needed to encode and decode RTS and CTS
with the following enhancements. Firstly, we keep trackiaf t packets, a broadcast flag or a predefined broadcast address
time a neighbor entry was last updated, as a hint for neightiisables hand-shaking and enables persistent strobing.
freshness that can be used by various protocols such aagouti Experimental evaluations reveal further subtle layerraee
or topology control. Secondly, we reserve three generic lipendencies, whose details will be provided in Section Vi tha
quality metrics to be supplied by the PHY layer, the linkindermine the performance of this baseline implementation
layer, and the routing layer respectively. This is based @md prompt us to explore improvements.
similar observations about multi-layer link estimationdady One dependency lies in layer-specific timing configurations
Fonseca et al. [12]. But instead of encoding the multipleeal where a mismatch between the ARQ retransmission timeout
of link quality into a bit format, we leave the definition ofebe and the X-MAC cycle period lead to either unnecessary early
metrics to the respective protocol entities, again fawptime retransmissions that waste bandwidth and energy, or regess
late-binding principle. Thirdly, we allow the user to exten but belated retransmissions that increase latency. We e&an s

B. Message Sending and Receiving

C. Neighbor Management Service



that the problem of time scope matching between adjacent send faency

layers exists in higher layers too, e.g., end-to-end retran wake up
missions must depend on estimation of single-hop latency. R R R[] sena L Recv
We propose a bottom-up initialization procedure that alow  seneer S| [s| [s| | ™™ Aex o

= time

a lower layer protocol to pass time configuration to the nexgmalirk

) . . . nowledgment Recy |R R R send
higher layer to successively establish a consistent angt-ay o A 0 I L I
. . . . . - Receiver S S S
optimal hierarchy of time scopes. This also means thatiagist time
component-based architectures such as MLA that uses a top- wake up wake up
down configuration approach are inadequate. Another type of send ateney

information that needs to be passed bottom-up through the remain awake after send

stack to ensure consistency is the maximum transmissidn uni ! -

(MTU) of the radio driver that is normally constrained by onn ; aox

hardware or software buffer sizes. ok . = e
ARQ acknowledgments, if sent over X-MAC as normakcknowiedgment

packets, not only roughly double the bandwidth usage as recie

they require the same strobing procedure, but also cause

the packet delivery latency to be dependent on the phase

difference between specific sender-receiver pairs, as rsrow

Figure 3. These effects can be remedied by modifications to

k]
k]
k]

Recv
DATA (g

time

remain awake after send

send latency

timing. We may reset a sender’s X-MAC schedule whenever a o I L I el
S S S ACK

transmission is completed, so that an immediate subsegaent =™
knowledgment from the receiver will be processed in a timeloiedgment
manner. This optimization doesn't require any changes o th
ARQ layer, but only takes advantage of the knowledge about
its existence. Such an assumption about a next higher-layer

mechanism undermines the MAC layer’s neutrality. Anothé;r‘%e%e Iie;qcftﬁ:lfgccﬁno b;c{gei‘ﬁdfiﬂzg"gggg {29 pg;;?g":;g;
. .. . . . ui i W , X- i
more aggressive optimization Is to replace the ARQ aCknoV\!a\f:'transmission, so that the sender remains awake for anydmtadeedback

edgment with MAC acknowledgment that is sent immediatefyom the receiver. MAC acknowledgment lets X-MAC generatel aletect
after packet reception, thus eliminating the latency aretgn acknowledgment packets immediately after a packet dgliver
overhead of extra strobing all together. This optimization
however, requires a major code revision as generation and
detection of acknowledgment packets are now moved fro#ed central message pool enables us to conveniently perfor
the ARQ layer to the MAC layer. Figure 3 illustrates the threémestamping of the submission and acknowledgment events
acknowledgment schemes we have discussed above: nor@ggociated with each message, whereby the message latency i
link acknowledgment, quick link acknowledgment, and MAGhe derived from the difference between the two timestamps.
acknowledgment. The send completion callback sums up the message latencies
and performs averaging at the end of the run. Figure 4
V. EVALUATION shows the average raw bit rates with the three different
We evaluate several key aspects of our link service: paclasknowledgment schemes and X-MAC duty cycles, from 2%
delivery latency, bandwidth efficiency, and code and dat@ 25%. The normal link acknowledgment scheme incurs the
memory usage. The experiments are conducted on the Teld@®est latency due to excessive X-MAC strobing for sending
platform [14], with various combinations of acknowledgrmerihe acknowledgment, whereas the quick link acknowledgment
schemes and X-MAC duty cycles. and MAC acknowledgment nearly double the performance,
benefiting from reduced strobing.
Because radio communication usually dominates a node’s
First we evaluate the performance of the link service withopower consumption profile, bandwidth efficiency is a good
congestion. The experimental set-up consists of a sendea anndicator of energy efficiency. We use the average radio-duty
receiver running a unicast traffic generation program uslieg cycle, i.e. the amount of time when the radio is listening
same link service configurations. A test run is started by tlee transmitting divided by the total run time, as our band-
receiver broadcasting its address to the sender, who dtugeswidth efficiency indicator. We conduct the time measurement
receiver address in its neighbor table. Then the sendds stdéry enabling the software-based energy estimation utility o
to generate 100 unicast messages, each 50 bytes in size, taCbntiki [15]. Figure 5 shows the radio duty-cycles of the
receiver at random time, so that any phase-coupling betwedifierent acknowledgment schemes under various X-MAC
submission and transmission is eliminated. duty-cycles. Note that unlike in the latency measurements
Packet delivery latency consists of three components: swihere the average message latency is independent of the
mission, transmission, and acknowledgment. The parameteaffic load as long as no congestion occurs, the bandwidth

time

MAC

Recv
Send
DATA | Ack

Receiver

time

A. One-to-One Latency and Bandwidth Efficiency



Average bit rates with various acknowledgment schemes and X-MAC duty cycles
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Fig. 4. Average raw bit rates with different acknowledgmschiemes under Fig. 6. Average raw bit rates with multiple senders and 109MAXCE
various X-MAC duty cycles. The quick link acknowledgmenhseme and the duty-cycle. The MAC acknowledgment is slightly faster ththe quick link
MAC acknowledgment scheme both reduce latency by almo$t hal

efficiency is an artifact of the relative traffic load over dahble
bandwidth. The measurements show that both the improved
acknowledgment schemes offer significant energy savings ov

the normal acknowledgment scheme.

Radio duty cycles with various acknowledgment schemes and X-MAC duty-cycles

06 T

Radio duty cycle (%)
o
&
T
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quick link acknowledgment ---x---
0.55 MAC acknowledgment ---*---
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5ms/20ms 5ms/50ms 5ms/125ms
X-MAC duty cycle (listening time/cycle period)

Fig. 5. Radio duty cycles with different acknowledgmentesoles and various
X-MAC duty cycles. The reduction in radio duty cycle whenngskither of
the improved acknowledgment schemes can contribute tdfismm energy

savings, regardless of X-MAC duty cycles.

5ms/250ms

B. Many-to-One Latency and Bandwidth Efficiency
We repeat the latency and bandwidth efficiency tests using Vl. DiscussIons

multiple senders, which introduces packet collisions thrat

acknowledgment.

Radio duty cycles with various acknowledgment schemes and No. senders
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.
1
>
T
|

1055 g

1054 E

10.45 L L L
1 2 3 4 5
No. senders

Fig. 7. Radio duty cycles with multiple senders and 10% X-MAGty-
cycle. Both acknowledgment schemes achieve bandwidthesitig close to
the 10% X-MAC duty-cycle.

the abstraction layer and the neighbor table utility amstot
1406 bytes, significantly smaller than the approximatel 4k
used by SP in TinyOS 1.x [16]. The total code size of the
service amounts to 5300 bytes. Note that a large proporfion o
the static data memory is taken up by message buffers, whose
sizes are configurable.

Some developers of SP and NLA have acknowledged in a

remedied by the ARQ mechanism. We use a 10% X-MAcent reflection that an overall sensor node software tehi
duty-cycle and increase the number of senders from 1 ndgée is 'too much, too soon’ [17]. Particularly, the visioha
to 5 nodes successively. The average sending rate per nddinant 'narrow-waist’ service enforcing API conformanc
is once every 4 seconds. Figure 6 and Figure 7 show the

latencies and radio duty cycles associated with the two im-

TABLE Il

proved acknowledgment schemes. We can see that the MAIGDE AND DATA MEMORY USAGE OF MODULES OF THE LINK SERVICE IN

acknowledgment are slightly more efficient than the quick BYTES

link acknowledgment, but the difference becomes smaller as|_Module | Code _Static Datal

Congestion increases. Ab;traction layer 742 126

Neighbor table 664 160

C. Code and Data Memory Usage ARQ layer 858 686

Table Il shows the code and static data memory usage of é;:“’;’jgo'igzﬁowgﬂvgﬁ' ek acknowledgmen} ;f:s 2;;

each module of our link level service. The code footprint of




of new protocols has given way to a more pragmatic approagh] P. Levis, D. Gay, V. Handziski, J. Hauer, B. Greenstein,Tdron, J. Hui,
of consolidating existing lower level mechanisms. We rdgar
both Chameleon and MLA to reflect this trend toward finer
grained components. In light of this, a more consciousrtisti
tion between collaborative modules and reusable compsnent]
as suggested by Messerschmitt [18], may help us to clarify
the problem. Modules within a reference architecture aee tf10]
result of decomposing a system into interoperable and campl|
mentary parts. When the system functionality changes,hrvhi[:ll]
is a common case for sensor networks, the decomposition
may need to change also. Components specializing in mé¥d

concrete functionality, on the other hand, are less depﬁndg3

on system context and tend to survive architectural changes
The neighbor table and the ARQ layer of our link service are

designed with such kind of component reuse in mind.

[14]

VIlI. CONCLUSIONS [15]

Based on our study of some design principles and out-
standing difficulties embodied in previous work, we have
built a layered link-level message service for sensor nksvo [16]
We have identified several critical design and implemeorati
trade-offs that have significant influence on software modp7)
larity and protocol performance. Late semantics binding is
conducive to better abstraction of protocol logic, so long
as the expressivity of the abstraction is sufficient to repras
sent lower level mechanisms. A minimal set of implicitly
shared information between adjacent layers are desirable f
modularity concerns, but needs to include necessary stippor
for resolution of layer interdependencies such as time escop
initialization. Expansion of inter-layer interactionsiseded to
meet performance goals, as we have done with the improved
ARQ/MAC acknowledgment schemes.

(1]

(2]

(3]

(4

(5]

(6]

(7]
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