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Abstract

With sensor networks starting to get mainstream acceptamogrammability is of increasing im-
portance. Customers and field engineers will need to repnogxisting deployments and software de-
velopers will need to test and debug software in networlotslst. Script languages, which are a popular
mechanism for reprogramming in general-purpose comp_iiane not been considered for wireless sen-
sor networks because of the perceived overhead of intérgratscript language on tiny sensor nodes.
In this paper we show that a structured script language is featsible and efficient for programming
tiny sensor nodes. We present a structured script lang®&@ept, and develop an interpreter for the
language. To reduce program distribution energy the S@riptpreter stores a tokenized representation
of the scripts which is distributed through the wirelessnoek. The ROM and RAM footprint of the
interpreter is similar to that of existing virtual machirfes sensor networks. We show that the interpre-
tation overhead of our language is on par with that of exgstimtual machines. Thus script languages,
previously considered as too expensive for tiny sensorsyate a viable alternative to virtual machines.

1 Introduction

As wireless sensor networks are beginning to see mainstegkoption, programmability issues are of
increasing importance. Software developers will need telbp and test new applications both in deployed
networks and in testbeds. Field engineers will need to debpdate, and maintain existing systems.
Reprogramming an already deployed sensor network is likebhe more cost effective than collecting the
old sensor network and deploying a new one. Because of tmy difierent approaches to reprogramming
sensor networks have been investigated; binary upgradeatioe code [3, 4, 7, 12, 18, 21] and virtual
machines [1, 3, 12, 14, 15] have been the most popular. Sariguages, which are very popular for
general-purpose computing [19], have been largely uneagléor wireless sensor networks because of
the perceived high execution time overhead. Unlike virtnathine code, script languages can be directly
interpreted by the sensor nodes without the need for a cemy having a script interpreter on each
sensor node it is possible to interactively send commandgergrams by connecting to the sensor node
either through a serial cable or over the wireless network.

Existing script languages systems for embedded systengsthes too large to fit our target platforms
or use languages that many programmers are unfamiliar Wwith.[10] is an example of the former: the
code size of the interpreter is 63 kilobytes which is toodgi@y our target platforms. The Forth language
is an example of the latter. Forth is designed for very smaltinines and while a Forth interpreter can be
made very small, the Forth language is unknown to most progrers.

In this paper we investigate the use of a structured C-likiptieg languages for reprogramming sensor
networks. Our chief contribution is that we show that usiadpd languages for reprogramming wireless
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Figure 1: Network dissemination of a SCript script. Theids sent in textual form to a node in the sensor
network. The node tokenizes the script and injects the iakenversion into the network. The tokenized
version is smaller than the script in textual form.

sensor networks is both feasible and efficient, even forderysor nodes. We present a C-like structured
script language, SCript, which supports many of the featfwand in general-purpose script languages,
including if statements, while loops, and variable scopi implement an interpreter for the language
with a code footprint which is small enough for the interprdbe run even on tiny sensor nodes. Our
system runs on the MSP430 microcontroller found in many fomensor node platforms.

Network distribution of SCript scripts are done in tokemiZerm as shown in Figure 1, which reduces
the distribution energy cost compared to distributing thgioal version of the script. We show that the
distribution energy cost for tokenized SCript scripts miar to that of a stack-based virtual machine. We
measure the execution time overhead of our SCript intezpeetd find it to be similar to virtual machine
approaches.

Our target hardware platforms are the Tmote Sky [20] and E2Bljoards. Both boards are equipped
with MSP430 microcontrollers but with slightly differentemory configurations. The microcontroller of
the Tmote board has 48 kilobytes of on-chip flash ROM and ldblites of RAM whereas the ESB has
60 kilobytes of flash RAM and only 2 kilobytes of RAM. These nmmlimitations are typical for a wide
range of embedded systems.

The architecture of our SCript interpreter is shown in Fegg2r The tokenizer module converts SCript
scripts into a stream of tokens that are executed by thepirgtar module. The stream of tokens can be
stored for later distribution over the network. The tokémizprocess compresses SCript keywords into
single-byte tokens and variable names into single-bytetifiers. Hence the script in tokenized form is
smaller than the original script and network distributidrtiee tokenized script is less costly in terms of
energy than distribution of the original script. The tokesd script includes shortened versions of the
variables names used in the textual version of the scriptni@ents in the textual script are removed
before the tokenized script is stored. The SCript integsreain be seen as a virtual machine where the
tokenized version of the SCript script is the byte code fentintual machine. Unlike other virtual machine
approaches, however, code for the SCript interpreter doesseed to be compiled before inserted into the
sensor network.

The rest of this paper is structured as follows. In Sectioreresent related work and review methods
for reprogramming sensor networks. We present the SCigtuiage in Section 3 and its implementation
as an interpreter in Section 4. We evaluate SCript and itdeimentation in Section 5 and conclude the
paper in Section 6.

2 Reated Work

2.1 Distribution Protocols

There are several types of protocols for distributing copl@ates in sensor networks. Trickle [17] repre-
sents what perhaps is the most basic type of software diisibprotocol, in which a program contained in
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Figure 2: All sensor nodes contain the entire SCript sysfEme.tokenizer turns the script into single-byte
tokens that are interpreter by the interpreter. The tolehscript is smaller than the script in textual form
because all keywords and variable names have been replatesingle-byte tokens. While it is possible
to store and distribute SCript scripts in script form, stxri@re distributed in tokenized form across wireless
sensor networks.

a single data packet is distributed throughout the entitear&. Each program is given a version number
and when a node receives a program with a higher version nuthae what it currently has the node
replaces the old version of the program with the new versibrickle uses a mechanism called polite
gossiping to avoid overloading the network with packets.

Deluge [9] adds support for multi-packet programs to Teckdeluge is used in TinyOS [8] to distribute
an entire operating system image to a network of nodes. Whed@ahas received an entire system image,
the node replaces the current system image with the new ehehoots the system. Deluge has an average
overhead in terms of number of network packets of 3.35 [9].

2.2 Native Code

Methods for updating the native code running on the senstdesioan be divided into two groups: those
that require support from an underlying operating systeththnse that work regardless of the operating
system, if any, running on the sensor nodes. Dynamic loadiintative code modules typically require
support from the operating system, whereas replacing aatimygthe entire system image can be performed
without support from the operating system.

Early native code update mechanisms [9] replaced the esytitem image with a new image containing
the updated software. While such an approach is very flekiliteat all levels of the system can be updated,
the method consumes more energy than more modular appsiaet@use of the large amounts of data that
needs to be distributed throughout the network. Later @greknts investigate the use of binary difference
and edit scripts to distribute only the differences betwemew and the old system image [12, 18, 21].

Contiki [4] and SOS [7] are operating systems that, unlikey@S [8], support dynamic loading of
native code modules. Modules in SOS are compiled to positidapendent code whereas Contiki supports
dynamic linking using the ELF file format [3]. Both system®yide mechanisms for interaction between
loaded programs.

2.3 Virtual Machines

Virtual machines have been investigated for sensor nesvaskan approach to reduce the distribution
energy costs for software updates. The code size of thegmrgyrunning on top of the virtual machine can



be kept to a minimum since the virtual machine can be tailtwede needs of a applications for a specific
domain such as sensor networks. The drawback of virtual mestis the increased execution overhead
over native code.

Maté [14] was the first virtual machine specifically targkete wireless sensor networks. Maté is a
stack-based virtual machine that runs on top of TinyOS.eMastructions are 8 bits wide. Each virtual
machine instruction is executed in a separate TinyOS reoetopletion task. Levis et al. [15] have further
investigated the use of application specific virtual maeki(ASVMs) that are compiled for the needs of
a particular application or set of applications. Other epla® of stack-based virtual machines for sensor
networks are DVM [1] and CVM [3]. There are also Java-basetli@l machines for sensor networks:
VM* system [13] and the Contiki Java VM [3].

2.4 Script Languages

Existing structured script languages are typically togésfor our target platforms. The SensorWare sys-
tem [2] uses a reduced version of Tcl to provide a script-th@gsegramming environment for sensor net-
works. However, the system is designed for sensor nodesanitbrder of magnitude more memory re-
sources than our target platform; the SensorWare systeupix180 kilobytes of memory which is many
times the size of our target platform.

Rappit [6] is a development framework for scripting langesdpr embedded systems. Rappit uses a
host environment running Python that sends commands tonibe@ded systems. The host environment
runs on a resource-rich server system outside of the sersmork that translates commands into simpler
messages that are executed by the embedded system. TapjgerdZommand language and lightweight
stack-based script engine for sensor nodes built with Rappe Tapper language provides primitives for
accessing hardware devices such as analog to digital densand for sending and receiving radio packets.
Both Rappit and Tapper do, however, require assistancedrbast system for interpreting the commands.
SCriptinterprets and executes scripts directly on thestasgstems. Furthermore, unlike the terse command
languages of Rappit and Tapper, the SCript language ismesig be a structured programming language.

3 The SCript Language

SCript is an imperative programming language that is desigo be similar to C so that programmers
quickly can get familiar with the language. A SCript progréroks very similar to a C program, as can be
seen in Figure 3. SCript supports iteration statementsléibops), selection statements (if statements),
function calls, and arithmetic expressions. The SCriptrgnar is shown in Figure 4.

SCript allows scripts restricted access to native funetioariables, and memory locations. Native
functions and variables are accessed from a SCript scripsing the textual name of the native function
or variable enclosed in double quotes. The underlying systaist provide the SCript interpreter with
a symbol table with pointers to functions or variables alevith their textual names so that the SCript
interpreter can lookup names at run time. The symbol tablg beaeither automatically generated at
compile time or manually constructed by the system devel&@ript scripts can only call native functions
whose names are in the symbol table. The symbol table cagftiierbe used to restrict access for SCript
scripts. To restrict memory access from the SCript scripis,SCript interpreter holds a list of allowed
memory locations and does not allow access to other loation

SCript use a single data type for representing both integetgointers. This helps to keep the language
simple enough to implement on memory-constrained embesigitdms while providing a mechanism for
accessing any allowed memory address in the system. Pairtiemetic is defined in SCript so that a
pointer expression can address individual bytes. A limitech of array addressing, which only allows for
integer arrays, is supported.

A SCript program consists of one or more functions. SCriptfions take a variable number of param-
eters and must be defined before they can be called. Progeouteon always starts at thei n function,
which must be the last function to be defined. Native fundioan be called without being defined or
declared.



int global var = 3;

void function(int a) {
[+ Call to the native function
print_int: =/
"print_int"(a);

}

/* Execution starts with the
mai n function. x/

void main() {
int i;

i = 0;

while(i < global _var) {
if(i %2 == 0) {

function(i);
}
/* Addition of the native
vari abl e i ncrease. =/

i =i + *"increase";

Figure 3: An example SCript script.

A SCript script is contained in a single file. On the sensorentiéé script file may not need to be
physically stored as a file but can reside in RAM, ROM, or on giemal memory. The current imple-
mentation does only handle scripts that are stored in imatelgiaddressable ROM or RAM. SCript can
also run in an interactive mode where language statementbe@ntered by a user that is either over a
network or through direct connection to the device runni@yif. The interactive mode is intended for
using SCript as a debugging language. In interactive madestions cannot be defined and while loops
are not supported.

Comments in SCript are denoted as in C/C++, and Java. Ma#tidomments begin with “/*” and end
with “*/”. Single-line comments begin with “//” and end atdtend of the line.

3.1 SCript Statements

SCript has four statements: selection statements, iberatatements, function calls, and a conditional
blocked wait statement. Statements are executed in the threleare defined within a function. Multiple
statements are grouped together in a compound statementpauind statement begins with a left brace
(“{”) and ends with aright brace ¥"). Expressions in SCript are made up of numbers, variahieazacalls

to SCript functions and native functions, and arithmetag@rators. Functions can take a variable number
of parameter and may return a value. Variables can be deofgobally or locally. Global variables are
accessible from all functions in a SCript script whereaslloariables only are accessible in the scope in
which they are declared. Variables must be declared bdfiesedre used.

3.1.1 Selection and lteration Statements

SCript has one selection statement and one iteration statethe if and while statements. The if statement
takes a conditional expression and one or two compounadségis, called the primary and secondary com-
pound statement. The secondary compound statements émalpind if it exists it is separated from the



scri pt = ( vardecl | function )+
function = type synbol "(" ( paraneters ) ")" conpound
type ="int" | "void"
par aret er = type synbol
parameters := paraneter ( "," parameter )=
conpound ="{" statenmentx "}"
var decl = type varinit ( "," varinit )*x ";"
varinit = synbol ( "=" expression )?
statement := compound
var decl
"if" "(" expression ")" conpound ( "else" conpound )? |
"while" "(" expression ")" conpound
"wait" "(" expression ")" ";" |
synmbol ( "[" expression "]" )? "=" expression ";" |
string ( "[" expression "]" )? "=" expression ";" |
synmbol " (" ( arguments )? ")" ";" |
string "(" ( argunents )? ")" ";"
argunents := expression ( "," expression )=
expression := condition ( ("<" | ">" | "==") condition )?
condi tion =term( ( "+ | "-" ] "& | "|" | "<<" ] ">>" ) term)?
term = factor ( ( "*" | "/" | "W ) factor )?
factor ;= nunber | varfactor | "+" factor | "&" string |
"(" expression ")"
varfactor := synbol ( "(" argunents ")" )?

string ( "(" argunents ")" )? .

Figure 4: The SCript grammar in EBNF format. For brevity thkes for the terminalsynbol , st ri ng,
andnumber are not included.

primary compound statement by the keyword “else”. Depamdimthe value of the conditional expression
the primary or secondary compound statement is executed.

The while statement takes a conditional expression andygesiompound statement. If the conditional
expression evaluates to non-zero the compound statemexaésited. When the compound statement has
been executed the conditional expression is reevaluatkthencompound statement is executed again if
the value of the conditional expression is non-zero. Thegssis repeated until the conditional expression
evaluates to zero.

3.1.2 Functions

Functions in SCript take zero or more parameters. Functionst be defined before they can be used.
Functions can return integer values and function calls @pdrt of arithmetic expressions. Function
arguments are passed by value.

The function with a name of “main” is special in SCript. Theimfunction is where execution starts
when a SCript script is run. The main function must always éfnéd as the last function in a script.
Functions or variables defined below the main function avenexecuted by the SCript interpreter.

3.1.3 Conditional Blocking Wait

SCript has a conditional blocking wait statement whichwalidSCript programs to block while a con-
ditional expression is zero. Program execution does natiraom until the conditional expression turns
non-zero. The conditional blocking wait is modeled after donditional blocking wait mechanism from
protothreads [5]. The SCript conditional blocking meclsamis different from blocking wait mechanisms



in other programming systems in that it does not require tbgnam to do any setup before invoking the
conditional blocked wait statement. In contrast, the VpMogramming environment [13] requires four
lines of code and two local variables to perform a conditiduiacked wait operation.

3.1.4 Arithmetic Expressions

Arithmetic expressions in SCript are made up of numbersalles, function calls, and mathematical
operators. The precedence of the operators follow the atdmdathematical notational precedence con-
ventions. Parentheses can be used to change the precedtmoeawexpression. In addition to addition,
subtraction, multiplication, and division, SCript alsam@ntly supports bit-wise boolean or and and, C’s bit
shifting operators, the equality operator, and the leas-#nd greater-than relational operators. Additional
operators may be added in the future.

3.1.5 Variables

Variables are either declared globally at the top of thepsgiogram or locally at the beginning of a
compound statement. The global variables are visible ifuatitions defined by the SCript script, whereas
the scope of the local variables is within the compound staté where they are declared. It is possible
to declare two or more variables with the same name. If sdasiteleclared variable will be used until its
scope is left.

3.2 Accessing Native Variables and Calling Native Functions

SCript supports getting and setting native variables, dsagealling native functions from within SCript
programs. SCript programs can take the address of natiieas and write data to them. However, only
a single data type, the native integer data type, is cugrenpported. Native functions that are called from
SCript programs can take up to four arguments. All argummiist be the of the native integer data type.

Native variables and functions do not need to be declaretdd$Cript program before they are used.
Instead, SCript use double quotes around the names of raticdons or variables to distinguish them
from SCript functions or variables. Like C, the address ofative function or variable can be taken by
using the ampersand operator. The value of a native variglalecessed by using the asterisk operator in
front of the variable name. Native functions are called jik&t SCript functions, but with double quotes
surrounding the name of the native function. The example éodrigure 3 both calls a native function
(printint()) and accesses a native variable (increase). By usingey arithmetic, SCript scripts can also
access memory locations other than those pointed to byenativiables. The SCript interpreter may,
however, restrict memory access for SCript scripts.

3.3 Language Extensions

In addition to the core language constructs, SCript pravi@eet of language extensions targeting the
special needs for sensor network programming. Common tipesavhen programming sensor nodes
are accessing sensors, sending and receiving data fromnutties on the network, and managing timers.
SCript provides functions for all these operations. Theppse of adding these functions as language
extensions rather than by using the native function interia to reduce the size of the tokenized SCript
scripts and to increase the execution time efficiency of |@Guripts.

4 The SCript Interpreter

We have implemented the SCript interpreter on top of the baperating system [4]. Contiki is an
event-driven operating system for tiny sensor nodes witmallsmemory footprint. Contiki provides a
multi-threading library which we use to implement the S€niperpreter. SCript runs as a Contiki process
with the interpreter running in a separate thread. Thepnéger thread is scheduled by the SCript process.
After scheduling the interpreter thread the SCript propesds a continuation event to itself, thus making
sure that Contiki will call the SCript process after hangdlother events in the system.



We implement the SCript interpreter using a standard ré@idescent parser, directly implemented
in C. While tools such as Yacc [11] would make both developnoéthe tokenizer and the parser easier
and the run-time efficiency better, the code produced by taak requires too much code space and data
memory to be useful in memory-constrained embedded syst@omguantify this, we compiled a reduced
version of the SCript grammar with the Bison, the GNU versibivacc. This resulted in a 15 kilobytes
large object code file. Furthermore, the code produced byrBadlocates tens of kilobytes of memory with
either the C malloc() or alloca() functions. This is not pbkeson our target system since it has only a few
kilobytes of RAM.

The current implementation of the SCript interpreter re@@sipt scripts from ROM or RAM. It is
currently not possible to store scripts in an external locesuch as an external EEPROM or a serial flash
ROM. However, there is nothing in the design of the interarétat prevents scripts to be stored at other
locations. Future versions of the interpreter may inclunde functionality.

4.1 Tokenization

The tokenizer translates the textual representation of @pS&xript into a stream of single-byte tokens
that are executed by the SCript interpreter. The tokena@iorves all comments from the code before the
tokens are delivered to the interpreter. The tokenizergeizes all SCript operators, strings, and symbols
(variable names).

4.2 Storagefor Variables

During execution, SCript variables are stored on the symtamk. An entry on the symbol stack contains
three fields: a pointer to the symbolic name of the varialble léngth of the symbolic name, the type of
the variable, and the value of the variable. The name of thalia is not directly stored on the stack, but
only a reference to the variable name. Variables can bereitteger variables or functions. The variable
type is used to ensure that function calls only are able iaedfihed functions and not integer variables.

When the interpreter finds a variable declaration in the @Qniogram the interpreter allocates a new
entry on the symbol stack. The name of the entry is set to foittie location in the script where the
symbolic name of the variable is declared. Scoping of végmks implemented by saving the symbol
stack pointer when it starts executing a compound statenTér symbol stack pointer is restored when
the compound statement has been executed. This ensurasyhadriables declared within the compound
statement are removed from the symbol stack when execuititie compound statement has completed.

The memory for the symbol stack is statically allocated wtinenSCript interpreter is compiled. The
maximum number of variables that can be used by SCript pragiaa compile time option.

4.3 Execution of SCript Statements

The interpreter thread yields after executing a statenreatder to allow other Contiki programs to run.
The Contiki interface module posts a continuation everistlfiwhen the interpreter thread has yielded so
that the SCript interpreter will run immediately after Ciknhas processed other events in the system.

4.3.1 TheToken Pointer

The tokenizer provides a function for obtaining and setéirgpinter within the stread of tokens, called the
token pointer. The interpreter can only set the token potota value that it previously obtained from the

tokenizer and cannot increase or decrease the token poirterinterpreter uses the token pointer when
executing while loops, if statements, and function calls.

4.3.2 Arithmetic Expressions

Arithmetic expressions are executed by parsing the expressth the recursive descent parser. Expres-
sions are evaluated as they are parsed and when the entiessiym has been parsed the interpreter has the



result of the expression. Expressions can contain regulabers, SCript script variables, native variables,
and calls to both SCript script functions and native C fuorcsi

4.3.3 |f Statements

If statements consist of three parts; a conditional expasand a primary and a secondary compound
statements. The primary compound statements is executeg donditional expression evaluates to true.
The secondary compound statement is optional is executid tonditional expression evaluates to false.

If statements are executed by first evaluating the conditierpression of the if statement. If the
expression evaluates to non-zero the primary compounehséatt, which directly follows the conditional
expression, is executed. If the conditional expressiotuat@s to zero, the primary compound statement
following it is skipped. If the conditional expression evates to zero the primary compound statement is
skipped and the secondary is executed.

Skipping a compound statement is done by reading the to&eniata stream while counting the num-
ber of right and left braces. The counter is increased fandedt brace and decreased for every right brace.
If the counter reaches zero an entire compound statemeteleaisskipped. Counting braces ensures that
nested compound statements are correctly accounted for.

4.3.4 WhileLoops

To execute a while loop, the interpreter stores the tokentpobefore evaluation the while statement’s
conditional expression. This is done so that the interpazte reevaluate the conditional expression. Next,
the conditional expression is evaluated. If it evaluateadn-zero, the compound statement following
the conditional expression is executed. When the compatatehsent has been executed, the saved token
pointer is restored and the conditional expression is taated. The compound statement is executed again
if the expression evaluates to non-zero, and the procespéated as long as the conditional expression
evaluates to non-zero. If the conditional expression atahkito zero the compound statement of the while
statement is skipped by using the same procedure as in thatexeof the if statement.

4.3.5 Function Calls

Function calls are executed by storing and restoring thertqglointer. To execute a function call, the
interpreter looks up the name of the function on the symlaalstThe symbol stack contains the names of
all functions that have been defined by the script, togetlithrtive token state at the point that the function
was defined. When executing a function call, the interprfatgtrsaves the token state at the function call
and sets the token state to the value found on the symbol. stdokn the called function returns, the token
state is restored. To support nested function calls, tleepréter saves the token state on the native C stack.

4.3.6 Conditional Blocking Waits

Conditional blocking waits consist of a single conditioeapression. The script should not continue its
execution if the conditional expression evaluates to zdrbe naive implementation of the conditional
blocking wait statement is to enter a busy-wait loop, cardimsly reevaluating the conditional expression
until is evaluates to non-zero. This would, however, makajtossible for the operating system to turn the
microcontroller into sleep mode thus wasting valuable gyer

To allow the operating system to put the microcontrollerlgep, the SCript interpreter sets a flag
indicating that the script is waiting in a conditional bleckwait. This flag is inspected by the Contiki
interface module which can cause its process to wait fonrimng events rather than to post a continuation
event to itself.

The interpreter executes conditional blocking wait staets by storing the token pointer before eval-
uating the conditional expression. If the conditional @gsion evaluates to zero the interpreter sets the
waiting flag and yields the interpreter thread. Timers amoining packets will cause events to be posted
to the SCript interpreter process thus invoking the intetgarto reevaluate the conditional statement. This
implementation of the SCript conditional blocking waittstaent ensures that the microcontroller can be
put to sleep during conditional blocked waiting statements



4.4 Accessing Native Functions and Variables

To access native variables and functions from within theif8Gcript the SCript interpreter uses a list of
string representations and addresses of all native vagaty functions that are available in the system.
Since Contiki already includes a table of all symbols in threntiki core [3], the SCript interpreter uses
this symbol table when looking up names of native variableioctions. To execute a call to a native
function or an access to a native variable, the interpretdfopms a Contiki symbol table lookup. Thus the
execution time of the symbol table lookup determines thed which native variables or functions are
accessed. The Contiki symbol table is implemented as ays®arch which makes lookups fast.

The SCript interpreter keeps a list of memory ranges thaipgb&cripts are allowed to access. SCript
scripts cannot access memory outside of the allowed raridessover, SCript scripts cannot call native
functions other than those found in the symbol table. By jgliog the SCript interpreter with an alternative
symbol table it is possible to restrict access to nativetions as well.

45 Storingthe Tokenized Data Stream

The tokenized data stream can be stored in memory for netdistitbution or for later execution. The
tokens are stored as single bytes in a token array which cafthmr in RAM or ROM. Strings are stored
verbatim in the token array. Names of SCript variables atestoved verbatim. Rather, during the process
of storing the tokenized data stream each variable is asdigmumerical value that is unique within the
variable’s scope. This value is stored in the token arrdyerahan the symbolic name of the variable. To
be able to assign unique numbers to each variable, the stonadule has knowledge of SCript scoping
rules.

4.6 Required Operating System Components

The SCript interpreter makes use of two modules providethbyXontiki operating system: the symbol ta-
ble and the multi-threading library. Neither of these medidre specifically tied to Contiki but can be used
independently. The SCript language extensions use Cdimtikrs and functions for sending and receiving
packets. By reimplementing the language extension funality as stub functions, and by breaking out the
thread and symbol table modules from the Contiki code bagedyere able to port the SCript interpreter
to run as user process under FreeBSD in a few minutes.

5 Evaluation

We use three programs to evaluate SCript: a simple progrebiifixing the on-board LEDs, an implemen-
tation of the Surge protocol [16], and an implementatiorefTrickle network dissemination protocol [17].
We implemented the three programs both as Contiki prograr@sand in SCript. The SCript implemen-
tation of Surge is shown in Figure 5. We compile our code with MSP430 port of the GCC compiler
version 3.2.3. We measure execution time on a MSP430 mintoalter clocked at 2.4576 MHz. We setup
a timer interrupt that increases a counter every millisdcdio measure execution time we record the value
of the timer before and after invoking the function to be nuead and compare the two timer values. For
every measurement, we invoke the function 100 times andiledécthe average execution time.

5.1 Program Size

We compare the size of the three programs in textual scripbdt in tokenized format, compiled to
CVM [3] byte code, and for the same program implemented agikigmmogram and compiled to MSP430
machine code. To produce CVM byte code, we instrumented @rg6interpreter to produce byte code
during parsing of the SCript scripts. The CVM is a regulacktbased virtual machine with single-byte
operators. We extended the CVM with the possibility to calive code functions using the textual name
of the native function. Table 1 shows the resulting prograassfor the three programs. The size of the
textual script includes all comments in the code. We seetkimasize of the tokenized program is on par
with that of the MSP430 machine code size and the CVM byte code
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voi d surge(int base) {
while(1l) {
/1l Set timer 0 to 2 seconds
timer (0, 10 * 2);

/1 Wait until either a packet is
/1 received or tiner O expires
wai t (received() | expired(0));

i f(expired(0)) {
i nt sensor_dat a;
timer(0, 0); // Reset timer O
sensor _data = sensor(0);
packet[0] = 1; /'l Packet type,
packet[1] = sensor_data; // data

}
if(received()) {
i f(base) {
"rs232_printint"(packet[1]);
}
}

}
}

Figure 5: Example implementation of Surge in SCript.

Script Script size| Tokenized sizel CVM code size| MSP430 code size
LED blinker 163 99 69 136
Surge 513 167 121 162
Trickle 1379 448 352 386

Table 1: Size in bytes of the script, the tokenized scrip,dbmpiled CVM code, and the native MSP430
code for three programs.

5.2 Execution Overhead and Energy Costs
5.2.1 Tokenization Overhead

When a SCript script is inserted in a sensor network, theriwge that gets the script tokenizes the script
into a token stream which is redistributed across the nd¢wlornetworks with a base station, the scripts
can be tokenized by the base station. Tokenization is docefon every program to be distributed across a
network. We measured the execution time for the tokeninatrocess for the Surge and Trickle programs.
Tokenization of the Trickle program, the largest of the éhpeograms, takes 0.2 seconds while tokenization
of the Surge program takes only 0.04 seconds.

5.2.2 Interpretation Overhead

We measure the execution time for nine simple SCript statsn&Cript function call, native function call,
pointer arithmetic and indexing, variable addition andgrgsent, variable multiplication and assignment,
array indexing, an empty if statement, constant additiahwamiable assignment, and variable assignment.
Table 2 shows the results of the measurements. We see theteéhation time of tokenized SCript state-
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Execution time, | Execution time, | Tokenized, | MSP430 | Speed| Tokenized | MSP430 Size
SCript statement script (ms) | tokenized (ms)| CPU cycles cycles ratio size size ratio
function(a); 0.66 0.11 274 5
"native”(a); 0.23 0.091 224 10 | 22:1 13 8| 161
*("array” + 1) = a; 0.24 0.083 204 9| 231 16 121 1.3:1
a=b+c; 0.55 0.082 203 10 | 20:1 6 12 1:2
a=b*c; 0.55 0.081 200 20| 1022 6 26| 1:4.3
a[1] = b; 0.41 0.072 176 9| 201 7 12 | 1:1.7
if(a) {} else{} 0.29 0.068 168 5| 34:1 9 8| 1.1:1
a=1+2; 0.28 0.046 113 3381 6 6 11
a=0; 0.25 0.035 85 3281 4 6| 1:15

Table 2: Execution time for nine basic SCript statements.

ments is between 10 and 38 times that of the native code dgutsalhis is on par with the Maté virtual
machine, which reports a 35 times slowdown [14]. For congoer,ithe execution of a non-tokenized ver-
sions of the same statements is five times that of the tokénm&sion. The size of the tokenized statements
is about the same as the same statements in native code. efpievactual size of these statements in a
native program is expected to be slightly smaller on aveaageC compiler is able to optimize code across
several statements.

To estimate the efficiency of executing a program in tokethfoem compared to executing a program
in script form we measured the execution time for the Surgetsitom Figure 5 both in tokenized form
and in script form. The execution time of the program in taked form is 0.007 ms and the execution
time of the program in script form 0.03 ms which is four timeader. From this we can conclude that
tokenization is the most expensive operation in the SCsiptesn. In comparison, we measured the the
execution time of the Surge protocol implemented in C andpitad to native MSP430 code to be 0.0007
ms which is one tenth of the execution time of the tokenize)&acript.

5.2.3 Energy Costs

We define the energy costs of a program to be the sum of theyeoesg) of distributing the program and
the energy cost of executing the program. Typically, thérithistion energy costs are much higher than
the execution energy costs [3]. We use the energy model frankéls et al. [3] to give estimates for the
energy consumption of reprogramming a single sensor nodearsCript script. The model is based on
measurements of the radio hardware on the Tmote Sky boaethigwith the approximate overhead of
the Deluge network code dissemination protocol [9]. Witls thodel, an approximate lower bound on the
energy cost for receiving the Surge program in Figure 5 3 neJc#litulate an approximation of the energy
consumption of one iteration of the Surge program by muliig the power consumption of the Tmote
Sky board with the microcontroller running [3] with the ex#ion time of the tokenized Surge script. We
find that lower bound of the network distribution energy is@do the execution energy of 65000 iterations
of the tokenized version of the Surge script. Thus the entnggxecuting the script is much smaller than
distribution energy consumption.

5.3 Memory Footprint

Table 3 shows the memory footprint of the modules of the SGnigerpreter. The RAM footprint of

the interpreter is the total memory usage; the SCript imétgp does not allocate any dynamic memory.
The largest part of the RAM footprint is the stack of the SChiperpreter thread. The required size of
the stack depends on the structure of the scripts that tleepirgter will be executing. This cannot be
predetermined unless all scripts that the interpreter eierun are analyzed beforehand. Scripts with
many nested compound statements and function calls will adarger stack. To accommodate a wide
range of different scripts we intentionally overprovisitre stack. To come up with an estimate of the
required stack size we measured the amount of stack spatéongeir three programs and found that they
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Module ROM footprint | RAM footprint
SCript interpreter 2954 42
SCript thread stack 266
SCript symbol table 272 60
Script tokenizer 1384 8
Pre-tokenizer 600 24
Contiki interface 174 12
Total SCript interpreter 5384 372
SCript packet interface 86 4
SCript packet buffers 64
SCript timer interface 92 32
Total SCript extensions 178 100
| Contiki multi-threading | 284 | 6 |

Table 3: Memory footprint for the SCript interpreter, therfg€extensions, and the Contiki multi-threading
library.

required a maximum of 130 bytes. To allow for larger scripis,set the stack size to twice of that: 260
bytes. The additional six bytes are used for housekeepinajleas.

The memory footprint of the SCript interpreter is similathat of most virtual machines designed for
sensor networks. The ROM footprint of the Maté machine j$4] kilobytes and the RAM footprint 602
bytes. DVM [1] has a ROM footprint of 13 kilobytes and the fpont of the VM* environment is between
5 and 10 kilobytes. The VM RAM footprint is between 500 and 2000 bytes. The Tapper conima
environment [23] has a ROM footprint between 3.5 and 5.2bites and a RAM footprint between 1 and
4 kilobytes.

Compared to other structured script interpreters for semswvorks and embedded systems, the SCript
interpreter is significantly smaller. The Sensorware ticlyiterpreter [2] requires 74 kilobytes of ROM
and runs on devices with as much as 64 megabytes of RAM. The ROtdrint of the Lua interpreter [10]
is 63 kilobytes.

6 Conclusions

Script languages are a popular approach to reprogrammiggrieral-purpose computing but have pre-
viously not been considered for wireless sensor networksiise of the perceived high interpretation
overhead. We have presented SCript, a structured scrigtitage for tiny sensor nodes, that has many of
the features found in general-purpose scripting languagelsiding if statements and while loops, func-
tions, and scoped variables. We have developed an intergagtthe language that runs on the MSP430
microcontroller used in many popular sensor node platforifise ROM and RAM footprint is similar

to that of existing virtual machines for sensor networks. Méasure the execution time overhead of the
SCript interpreter on real hardware and show that it is onwptr the execution time overhead of virtual
machines. Unlike virtual machines, the script language@ggh does not require recompilation and spe-
cial compilers. Thus script languages, previously consid@s too expensive for tiny sensor nodes, are a
viable alternative to virtual machines.
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