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Abstract

Wirelesssensornetworksarecomposedof largenumbers—upto thousands—
of tiny radio-equippedsensors.Every sensorhasa smallmicroprocessorwith
enoughpower to allow the sensorsto autonomouslyform networks through
which sensorinformationis gathered.Wirelesssensornetworksmakesit pos-
sible to monitor placeslike nucleardisasterareasor volcanocraterswithout
requiringhumansto be immediatelypresent.Many wirelesssensornetwork
applicationscannotbeperformedin isolation;thesensornetwork mustsome-
how beconnectedto monitoringandcontrollingentities.

This thesisinvestigatesanovel approachfor connectingsensornetworksto
existing networks: by usingtheTCP/IPprotocolsuitein the sensornetwork,
thesensorscanbedirectly connectedto anoutsidenetwork without theneed
for specialproxyserversor protocolconverters.

Bringing TCP/IPto wirelesssensornetworks is a challengingtask,how-
ever. First, becauseof their limited physicalsize and low cost, sensorsare
severelyconstrainedin termsof memoryandprocessingpower. Traditionally,
theseconstraintshave beenconsideredtoo limiting for a sensorto be ableto
usetheTCP/IPprotocols.In this thesis,I show thateventiny sensorscancom-
municateusing TCP/IP. Second,the harshcommunicationconditionsmake
TCP/IPperformpoorlyin termsof boththroughputandenergyef�ciency. With
thisthesis,I suggestanumberof optimizationsthatareintendedto increasethe
performanceof TCP/IPfor sensornetworks.

Theresultsof thework presentedin this thesishashadasigni�cant impact
on theembeddedTCP/IPnetworking community. Thesoftwaredevelopedas
partof the thesishasbecomewidely known in thecommunity. Thesoftware
is mentionedin bookson embeddedsystemsandnetworking, is usedin aca-
demiccourseson embeddedsystems,is the focusof articlesin professional
magazines,is incorporatedin embeddedoperatingsystems,and is usedin a
largenumberof embeddeddevices.
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Chapter 1

Intr oduction

Wirelesssensornetworks consistof large numbersof sensorsequippedwith
a smallmicroprocessor, a radio transceiver, andan energy source,typically a
battery. The sensorsnodesautonomouslyform networks throughwhich sen-
sor readingsaretransported.Applicationsof wirelesssensornetworkscanbe
foundin suchdiverseareasaswild-life habitatmonitoring[59], forest�re de-
tection [76], alarmsystems[31], medicine[84], andmonitoringof volcanic
eruptions[85].

In order to make large scalenetworks feasible,the sensornodesare re-
quired to be physicallysmall and inexpensive. Theserequirementsseverely
constraintsthe available resourceson eachsensornodein termsof memory
size,communicationbandwidth,computationspeed,andenergy.

Many wirelesssensornetwork applicationsdo not work well in isolation;
thesensornetwork mustsomehow beconnectedto monitoringandcontrolling
entities.Sincecommunicationwithin thesensornetwork is doneusingshort-
rangeradios,a straightforward approachto connectingthe sensorswith the
controllingentitiesis to deploy thecontrollingentitiesphysicallycloseto the
sensornetwork. In many caseshowever, placing thoseentitiescloseto the
sensors,andhenceto thephenomenonbeingobserved,is notpractical.Instead,
by connectingthe sensornetwork and the controlling entitiesto a common
network infrastructurethesensorsandthecontrollingentitiescancommunicate
withoutbeingphysicallycloseto eachother.

Becauseof thesuccessof theInternet,theTCP/IPprotocolshave become
thede-factostandardprotocolstackfor largescalenetworking. However, con-
ventionalwisdomstatesthatTCP/IPis inherentlyunsuitablefor communica-
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TCP/IP

Sensor networks

Network

TCP/IP

TCP/IP

TCP/IP

Figure1.1: Using TCP/IPbothoutsideof andinsidethewirelesssensornet-
work

tion within wirelesssensornetworks,becauseof theextremecommunication
conditionsin sensornetworks.Hence,a largenumberof protocolsspeci�cally
tailoredfor sensornetworkshave beendeveloped.While it is unquestionably
true that the TCP/IP protocolswere not designedto run in the kind of en-
vironmentswheresensornetworks are envisioned,the claim that TCP/IP is
inherentlyunsuitablefor wirelesssensornetworkshasnotbeenveri�ed.

The purposeof this licentiatethesisis to lay the groundwork for explor-
ing theuseof TCP/IPfor wirelesssensornetworks. UsingTCP/IPfor sensor
networksallows connectingthesensornetworksdirectly to IP network infras-
tructures,asshown in Figure1.1. In a setof four papersI presentthesoftware
for anexperimentalplatform,describetheproblemarea,andproposea setof
mechanismsthatareintendedto allow TCP/IPto beef�ciently usedin wireless
sensornetworks. The softwareplatform consistsof a lightweight implemen-
tation of the TCP/IP protocol stackand an equally lightweight and �e xible
operatingsystem.Both theoperatingsystemandtheprotocolimplementation
arespeci�cally designedto run onresourceconstrainedsensornodes.

1.1 Method

In order to explain andmotivate the work in this thesis,I usetwo perspec-
tives: theengineeringperspectiveandthe research perspective. Engineering
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is about�nding solutionsto complex problems,within a given setof limita-
tions. Researchis aboutdevelopingunderstanding.In experimentalcomputer
science[21], thisunderstandingcommonlyis developedby producingartifacts
andsolvingcomplex problems—doingengineering—anddrawingconclusions
from the solutions. A singlesolutionmay not be possibleto generalize,but
taken together, a numberof solutionscanbe saidto spana solutionspaceto
a particularproblem. Exploring, characterizing,andanalyzingthis solution
spacedevelopsunderstandingfor thecharacterof theproblem.Thisclassi�ca-
tion of engineeringandresearchis basedonde�nitions from Brooks' [15] and
PhillipsandPugh[66].

Theresearchin this thesishasmostlybeenexploratory. Theproblemarea
wasnot de�ned in advance,but hasbeendevelopedaspartof thethesiswork.
Theexploratorymethodstartswith �nding an interestingquestionto answer.
Thequestionusuallyinvolvesaninterestingproblemto solve. Theproblemis
thensolved in a setof differentways,usingeitherdifferenttoolsor methods
or variationsof thesamemethod.Basedon observationsof thesolutions,or
of the processleadingto the solutions,an initial answerto the questioncan
be formulated. From the answerand the solutionsto the problems,it might
be possibleto generalizethequestioninto a hypothesis.This hypothesiscan
thenbe testedusingexperimentationin orderto validateor invalidateit. The
processof testingthehypothesistypically leadsto a numberof questionsthat
needto be answered.Thusthe researchprocessis iterative in thata research
questionleadsto ahypothesis,which leadsto furtherquestions.

In this thesis,theinitial questionwasif theTCP/IPprotocolstackcouldbe
implementedsothatit would �t in aseverelymemoryconstrainedsystem.Af-
ter twice solvingtheproblemof implementingTCP/IPwith limited resources,
thequestioncouldbeanswered:theTCP/IPprotocolstackcanbeimplemented
usingverysmallamountsof memory. Thisobservationleadto thegeneralized
questionif TCP/IPcouldbeusefulis wirelesssensornetworks. This general-
izationwasmadebecauseof thesimilaritiesof partsof theproblemdomains—
sensornetwork nodeshaveseverelylimited memoryresources—aswell asin-
tuition developedwhenansweringtheinitial question.Theevent-drivennature
of sensornetworksseemedto �t theevent-drivendesignof thesmallTCP/IP
implementations.Furthermore,it appearedthat many of the problemswith
TCP/IP in sensornetworks could be solved with relatively straight-forward
mechanisms.Theseobservationsleadto thehypothesisthatTCP/IPcouldbea
viablealternative for wirelesssensornetworks.This thesistakesthe�rst steps
towardsvalidatingor invalidatingthis hypothesis.
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1.2 Research Issues

This thesistakesthe�rst stepstowardstheuseof theTCP/IPprotocolsuitein
wirelesssensornetworks.Thissectionsummarizestheresearchissuesthatare
identi�ed andtreatedin this thesis.

Many of theseissuesareof theengineeringkind: a problemthat needsa
solutionthat is not only correct,but alsois ableto work within theavailable
limitations. Theseissuesare the primary focus of papersA and B. Papers
A and B solve the speci�c problemsof implementingTCP/IP on a limited
deviceandondesigninganoperatingsystemfor sensornodesthatallowsrapid
prototypingandexperimentation.

PapersC andD focuson the researchchallengesinvolved in TCP/IPfor
wirelesssensornetworks.Theformulationof thesechallengesarebasedonthe
softwareartifactsdevelopedin paperA. PaperB presentsasoftwareframework
designedto supportfutureexperimentation.

1.2.1 TCP/IP on a Limited Device

TheTCP/IPprotocolsuite,which formsthebasisof theInternet,is oftenper-
ceived to be “heavy-weight” in that an implementationof the protocolsre-
quireslargeamountsof resourcesin termsof memoryandprocessingpower.
Thisperceptioncanbecorroboratedby measuringthememoryrequirementsof
popularTCP/IPimplementations,suchastheonein theLinux kernel[43] or in
theBSDoperatingsystem[62]. TheTCP/IPimplementationsin thesesystems
requiremany hundredsof kilobytesof randomaccessmemory(RAM).

For mostembeddedsystems,costtypically is a limiting factor. This con-
strainstheavailableresourcessuchasRAM andprocessorcapabilities1. Con-
sequently, many embeddedsystemsdo not have morethana few kilobytesof
RAM. Within theconstraintsof suchasmallembeddedsystem,it is impossible
to run theTCP/IPimplementationsfrom Linux or BSD.

Within this thesis,I investigatethesolutionspaceto theproblemof running
TCP/IPwithin constrainedmemorylimits. By developingaverysmallTCP/IP
implementationthat is ableto run evenon a systemwith very small amounts
of memory, I demonstratethat thesolutionspaceof theproblemis largerthan
previouslyshown. While this is notanexhaustive investigationof thesolution

1Priceand,hence,costarenot technicallimitations, but functionsof businessmodels. It is
thereforeoutof scopeof this thesisto discussthesemattersin any detail.For simplicity, I assume
that costis proportionalto memorysizeandprocessorresources,but at the sametime notethat
this is a grossoversimpli�cation.
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space,it doesshow that the solutionspaceis large enoughto accommodate
evensmallembeddeddevices.

1.2.2 Operating Systemsfor Wir elessSensorNetworks

Theresourcelimitationsandapplicationcharacteristicsof wirelesssensornet-
works placespeci�c requirementson the operatingsystemsrunning on the
sensornodes.Theapplicationsaretypically event-based:theapplicationper-
formsmostof its work in responseto externalevents.Resourcesaretypically
severelylimited: memoryis on theorderof a few kilobytes,processingspeed
on the orderof a few MHz, andlimited energy from a batteryor someother
non-renewableenergy source.

Early researchinto operatingsystemsfor sensornetworks [44] identi�ed
the requirementsandproposeda system,calledTinyOS,that solvedmany of
theproblems.TheTinyOSdesignersdid, however, decideto leaveout a setof
featurescommonlyfound in largeroperatingsystems,suchasmultithreading
andrun-timemoduleloading.

In this thesis,I arguethatmultithreadingandrun-timeloadingof modules
aredesirablefeaturesof anoperatingsystemfor sensornetwork nodes.I have
implementedan operatingsystemthat includessaidfeaturesandrunswithin
theresourcelimitationsof a sensornode,andtherebyshow thatthesefeatures
arefeasiblefor sensornodeoperatingsystems.

1.2.3 ConnectingSensorNetworks and IP Networks

A numberof practicalproblemsmanifestthemselveswhendoinga real-world
deploymentof a wirelesssensornetwork. Oneof theseis how to getdatainto
andout of the sensornetwork, which may be deployed in a remotelocation.
Oneway to solve this problemis to connectthesensornetworksto anexisting
network infrastructureasanaccessnetwork to thesensornetwork. Todaymost
network infrastructures,includingtheglobalInternet,usetheInternetProtocol
(IP) [67] asits basetechnology. It is thereforeinterestingto investigatehow
wirelesssensornetworkscanbeconnectedto IP network infrastructures.

Fromtheengineeringperspective, theproblemof connectinga sensornet-
work with anIP network caneasilybesolved. In many cases,it is possibleto
simplyplaceaPCinsideor ontheborderof thesensornetwork andconnectthe
PCbothto theIP network andto thesensornetwork. ThePCthenactsasthe
gatewaybetweenthesensornetwork andtheIP network. Therearealsomany
otherpossibilities,suchasusingaspecial-purposedevicethatconnectsthetwo
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networks [17], or usingsatelliteaccessto a specialbasestationconnectedto
thesensornetwork [59].

Fromtheresearchperspective,however, theproblemstill hasopportunities
for investigation. PaperC is a �rst steptowardscharacterizingthe solution
space.It presentsthreedifferenttypesof solutionsto theproblem: proxy ar-
chitectures,overlaynetworking,anddirectconnectionby usingTCP/IPin the
sensornetwork. This thesisfocuseson the last solution: connectingsensor
networksandIP networksby usingtheTCP/IPprotocolsinsidethesensornet-
work asin theoutsideIP network.

1.2.4 TCP/IP for Wir elessSensorNetworks

Fromtheresearchperspective,investigatingtheuseof TCP/IPin wirelesssen-
sornetworksis of importancebecausetheintersectionof theTCP/IPprotocol
suite,thedominatingcommunicationprotocolsuitetoday, andwirelesssensor
networks, a new areain computernetworking research,hasnot beenprevi-
ouslystudied.In general,thepurposeof researchis to provide understanding
of problemsandto gain new knowledge. Within this particularproblem,we
candevelopnew understandingof theinteractionsbetweenwirelesssensornet-
worksandwired network infrastructuresby identifying,solving,andstudying
theproblemswith TCP/IPin sensornetworks.

Fromtheengineeringperspective,however, usingtheTCP/IPprotocolsuite
insidethewirelesssensornetwork maynot be the“best” approachto solving
theproblemof connectingwirelesssensornetworks to IP networks,for some
arbitraryde�nition of “best”. Theremaybemany othersolutionsto theprob-
lem that performbetterboth in a quantitative sense,e.g. that provide higher
throughputor betterenergy ef�ciency, andin a qualitativesense,e.g. thatpro-
vide a bettersecurityarchitecture.Prior to this thesis,however, no research
has—tothebestof my knowledge—beencarriedout to supportclaimsin ei-
therway.

Thereareanumberof problemswith TCP/IPfor wirelesssensornetworks.
An enumerationof theproblems,whichareidenti�ed in paperD, follows.

IP Addr essingAr chitecture

In ordinaryIP networks,eachnetwork interfaceattachedto a network is given
its own uniqueIP address.Theaddressesareassignedeitherstaticallyby hu-
mancon�guration,or dynamicallyusingmechanismssuchasDHCP[28]. This
doesnot �t well with thesensornetwork paradigm.For sensornetworks, the
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addressesof theindividualsensorsarenot interestingassuch.Rather, thedata
generatedby thesensorsis themaininterest.It is thereforeadvantageousto be
ableto loosentherequirementthateachsensorhasa uniqueaddress.

Addr essCentric Routing

Packet routing in IP networks is addresscentric, i.e., basedon the addresses
of thehostsandnetworks. Theapplicationspeci�c natureof sensornetworks
makes data centric routing mechanisms[54] preferable. Data centric rout-
ing usesnodeattributesandthe datacontainedin the packetsto routepack-
etstowardsa destination.Additionally, datacentricmechanismsarenaturally
adoptedto in-network datafusion[42].

HeaderOverhead

The protocolsin the TCP/IPsuitehave a high overheadin termsof protocol
headersize,particularlyfor smallpackets. For smalldatapackets,theheader
overheadis over 95%. Sinceenergy conservation is of prime importancein
sensornetworks,transmissionof unnecessaryor redundantpacketheader�elds
shouldbeavoided.

TCP Performanceand Energy Ef�ciency

The reliablebyte-streamprotocolTCP hasseriousperformanceproblemsin
wirelessnetworks,bothin termsof throughput[7] andin termsof energy ef�-
ciency. To beableto useTCPasareliabletransportprotocolin wirelesssensor
networks,methodsmustbedevelopedto increasetheperformanceof TCP in
thespeci�c settingof sensornetworks.

Theend-to-endacknowledgmentandretransmissionschemeemployedby
TCPis notenergy ef�cient enoughto beusefulin wirelesssensornetworks.A
singledroppedpacket requiresan expensive retransmissionfrom theoriginal
source.Becausesensornetworksoftenaredesignedto bemulti-hop,a single
retransmissionwill incurtransmissionandreceptioncostsateveryhopthrough
which theretransmittedpacketwill travel.

Limited Nodes

Sensornodesare typically limited in termsof memorysize and processing
power. Any algorithmdevelopedfor sensornetworksmustthereforetakethese
limitationsinto consideration.
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Chapter 2

Contrib utions and Results

Themainscienti�c contributionsof this thesisare:

� The designandimplementationof theuIP andthe lwIP TCP/IPstacks
thatdemonstratethatTCP/IPcanbeimplementedon systemswith very
limited memoryresources,without sacri�cing interoperabilityor com-
pliance.

� Theformulationof initial solutionsto theproblemswith TCP/IPfor sen-
sor networks, which point towardsthe feasibility of usingTCP/IP for
wirelesssensornetworks.Thisopensupopportunitiesfor new research.

� Thedesignandimplementationof theContiki operatingsystemthathas
a numberof featurescurrentlynot foundin otheroperatingsystemsfor
the sameclassof hardwareplatforms. Thesefeaturesenablerapid ex-
perimentationfor furtherresearchinto theareaof this thesis.

The work presentedin this thesishashada visible impacton networking
for embeddedsystemsand,to a lesserdegree,on sensornetworks. Lessthan
a yearafter paperD waspublished,the 6lowpanIETF workgroup[63] was
established.Thefocusof theworkgroupis onstandardizingtransmissionof IP
packetsover IEEE 802.15.4[40], a sensornetworking radio technology. The
workgroupcharterexplicitly citespaperD andtheuIPstackpresentedin paper
A.

The work in this thesisis mentionedin bookson embeddedsystemsand
networking [53, 61] andcited in numerousacademicpapers(e.g. [3, 11, 14,
29, 32, 34, 41, 51, 60, 64, 65, 69, 77]). Articles in professionalmagazines
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have beenwritten—byothers—onusingtheuIP softwarefor wirelesssensor
networks [8]. The softwarehasbeenusedin academicprojects[52, 82], in
coursese.g. at Universityof California,Los Angeles(UCLA) [74] andStan-
ford University [39], aswell as in laboratoryexercises[18, 79]. Finally, the
softwareis beingusedin embeddedoperatingsystems[1, 81], andin a large
numberof embeddedproducts(e.g.[12, 20, 25, 27, 33, 36, 47, 48, 75]).
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Chapter 3

Summary of the Papersand
Their Contrib utions

This thesisis acollectionof four paperswhichall havebeenpublishedatpeer-
reviewedinternationalconferences.The�rst two papers,A andB, describethe
necessarysoftwareplatformfor runningtheTCP/IPprotocolsuitein wireless
sensornetworks, whereaspapersC and D focus on the protocol aspectsof
runningTCP/IPinsidea wirelesssensornetwork.

3.1 Paper A: Full TCP/IP for 8-Bit Ar chitectures

Adam Dunkels. Full TCP/IPfor 8-bit architectures. In Proceedingsof The
First InternationalConferenceon Mobile Systems,Applications,andServices
(MOBISYS̀03), May 2003.

Summary. The TCP/IPprotocolsuiteis the family of protocolsusedfor
communicationover theglobal Internet,andis oftenusedin privatenetworks
suchaslocal-areanetworks andcorporateintranets. In order to attacha de-
vice to the network, the device mustbe ableto usethe TCP/IPprotocolsfor
communication.

This paperpresentstwo small implementationsof the TCP/IP protocol
stackwith slightly different designs;lwIP, which is designedin a modular
andgenericfashion,similar to how large-scaleprotocol implementationsare
designed,anduIP which is designedin a minimalistic fashionandonly con-
taining the absoluteminimum set of featuresrequiredto ful�ll the protocol

12
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standards.In orderto reducethecodesizeandthememoryrequirements,the
uIP implementationusesanevent-basedAPI which is fundamentallydifferent
from themostcommonTCP/IPAPI, theBSDsocketAPI.

As was expected,measurementsfrom an actualsystemrunning the im-
plementationsshow that the smalleruIP implementationprovidesa very low
throughput,particularly whensendingdatato a PC host. It must be noted,
however, that small systemsrunninguIP usuallydo not produceenoughdata
for theperformancedegradationto becomeaseriousproblem.

Contrib ution. The main contribution of this paperis that it refutesthe
commonconceptionthattheTCP/IPprotocolsuiteis too“heavy-weight” to be
possibleto fully implementontiny devices.At thetimethispaperwaswritten,
mostTCP/IPprotocolstackimplementationsweredesignedfor workstations
andserver-classsystems,wherecommunicationperformancewastheprimary
concern.Thiscausedawide-spreadbelief thattiny devicessuchassensornet-
work nodeswouldbetooconstrainedto beableto fully implementtheTCP/IP
stack.Therewerealsoanumberof commercialimplementationsof theTCP/IP
stackintendedfor embeddeddevices,wheretheprotocolsin theTCP/IPsuite
hadbeenmodi�ed in orderto reducethecodesizeandmemoryusageof their
implementation.Suchimplementationsareproblematicasthey maycausein-
teroperabilityproblemswith otherTCP/IPimplementations.Thispapershows
thatit is possibleto implementtheTCP/IPstackin a verysmallcodesizeand
with a verysmallmemoryusage,withoutmodifying theprotocols.

Thereis alsoa strongcontribution madeby the artifacts,the two TCP/IP
implementationsdescribedin the paper. Both implementationshave become
wide-spreadin academiaaswell as in the industryandarecurrentlyusedin
academiccoursesaswell asin numerousembeddeddevices.

3.2 Paper B: Contiki - a Lightweight and Flexible
Operating Systemfor Tiny NetworkedSensors

Adam Dunkels,Björn Grönvall, andThiemoVoigt. Contiki - a Lightweight
andFlexible OperatingSystemfor Tiny Networked Sensors. In First IEEE
WorkshoponEmbeddedNetworkedSensors, November2004.

Summary. Whenperformingexperimentswith sensornetworks that are
largerthana few nodes,having theability to reprogramthenetwork usingthe
radio signi�cantly reducesthe developmenttime. This paperpresentsCon-
tiki, a lightweightand�e xible operatingsystemfor tiny networkedembedded
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devices. Contiki hastheability to selectively loadandunloadindividual pro-
gramswhile still beingsmallenoughto beusableonsmallsensornodes.

Contiki supportstwo kinds of concurrency mechanisms:an event-driven
interfaceand a preemptive multi-threadinginterface. The advantagesof an
event-drivenmodelis thatit is possibleto implementusingverysmallamounts
of memory. Preemptivemulti-threading,on theotherhand,requirescompara-
tively largeamountsof memoryto hold per-threadstacks.Furthermore,there
are typesof programsthat areunsuitedfor the event-drivenmodelbut work
well with preemptive multi-threading. Computationallyintensive programs
suchasencryptionalgorithmsaretypicalexamplesof this.

Unlike other operatingsystems,Contiki leveragesboth modelsby bas-
ing thesystemon anevent-drivenkernelandimplementingpreemptivemulti-
threadingas an optional applicationlibrary. This allows using preemptive
multi-threadingon a per-programbasis.Experimentsshow thata Contiki sys-
temis ableto continueto respondto eventsin a timely mannerwhile perform-
ing a long-runningcomputationasa preemptiblethread.

Contrib ution. The main contribution of this paperis that it shows that
preemptive multi-threadingcanbeprovidedin anotherwiseevent-drivensys-
tem. This leadsthe way to implementingmorecomplex algorithmssuchas
encryptionmechanismsevenin smallsensorsystems.

My contribution. I designedandimplementedthesystemandwrotemost
of thetext for thepaper. Theideaof providing preemptivemulti-threadingas
anapplicationlibrary on top of anevent-drivensystemwasformedin cooper-
ationwith Björn Grönvall.

3.3 PaperC: ConnectingWir elessSensornetswith
TCP/IP Networks

AdamDunkels,ThiemoVoigt,JuanAlonso,HartmutRitter, andJochenSchiller.
ConnectingWirelessSensornetswith TCP/IPNetworks. In Proceedingsof the
SecondInternationalConferenceon Wired/WirelessInternetCommunications
(WWIC2004), Frankfurt(Oder),Germany, February2004.

Summary. Many sensornetwork applicationsrequirethesensornetwork
to beconnectedto anexternalnetworks.SinceTCP/IPhasbecomethede-facto
standardfor networking, this paperfocuseson the speci�c problemof con-
nectingsensornetworksto TCP/IPnetworks. We discussthreefundamentally
differentmethodsfor connectingsensornetsto TCP/IPnetworks: proxy archi-
tectures,Delay TolerantNetworking overlays,anddirectly usingthe TCP/IP
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protocolsuitein thesensornetwork. Thepaperconcludesthatthethreemeth-
ods are in someways orthogonaland that combinationsof the methodsare
possible.

Contrib ution. To thebestof our knowledge,this paperis the�rst thatex-
plicitly discussestheissuesof connectingsensornetworksto TCP/IPnetworks.
The contribution of the paperis the identi�cation andcharacterizationof the
problemareas.Thepaperdoesnot containany simulationresultsor measure-
ments,but focuseson thediscussionof advantagesanddrawbacksof eachof
thepresentedmethods.

My contribution. I wrotemostof thetext for thepaper. Theclassi�cation
of proxiesinto front-endandrelay proxiesweredoneby me. The ideasand
thoughtsaboutTCP/IPfor sensornetworks andthe comparisonbetweenthe
threedifferentmethodsaremine.

3.4 Paper D: Making TCP/IP Viable for Wir eless
SensorNetworks

AdamDunkels,ThiemoVoigt, andJuanAlonso. Making TCP/IPViable for
SensorNetworks. In Proceedingsof theFirstEuropeanWorkshoponWireless
SensorNetworks(EWSN2004),work-in-progresssession, January2004.

Summary. This paperaddressesthespeci�c problemsof makingTCP/IP
a viableprotocolstackfor wirelessnetworksof resourceconstrainedsensors.
Thepaperidenti�es � veproblemareasfor whichsolutionsareproposed:IPad-
dressassignment,TCP/IPheaderoverhead,addresscentricrouting,nodelim-
itations,andTCPperformanceandenergy ef�ciency. Theproposedsolutions
are:a spatial IP addressassignmentmechanismwhich letssensornodescon-
structsemi-uniqueaddressesfrom theirspatiallocation;sharedcontext header
compression, that takesadvantageof thesharedcontext natureof sensornet-
works;applicationoverlayrouting, whichenablesimplementationof datacen-
tric routinganddataaggregationasapplicationlayermechanisms;anda dis-
tributedTCPcachingmechanismfor improving TCPperformanceandenergy
ef�ciency.

Preliminaryresultsindicatelargeenergy savingscomparedto unoptimized
TCP/IP.

Contrib ution. Thispaperis the�rst to addressthechallengeswith TCP/IP
for wirelesssensornetworks. It introducesthe ideaof usingtheTCP/IPpro-
tocol stackin wirelesssensornetworks, despitethe specializedandresource
constrainedcommunicationconditions.Thecontributionof thispaperis thatit
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for the �rst time triesto provide a setof optimizationsthatenablestheuseof
TCP/IPfor wirelesssensornetworks.

My contribution. I formulatedtheideaof usingTCP/IPfor wirelesssen-
sornetworksandworkedout theideasof spatialIP addressassignment,shared
context headercompression,andapplicationoverlayrouting. Theideaof dis-
tributedTCPcachingwasconceivedby ThiemoVoigt, andfurther re�ned by
Thiemoandmein closecooperation.I wrotemostof thetext for thepaper.



Chapter 4

RelatedWork

This chapterpresentsrelatedwork. The discussionis divided into four sec-
tions: smallTCP/IPimplementations,operatingsystemsfor sensornetworks,
connectingIP networkswith sensornetworks,andTCP/IPfor sensornetworks.

4.1 Small TCP/IP Implementations

ThereareseveralsmallTCP/IPimplementationsthat�t thelimitationsof small
embeddedsystems. Many of thoseimplementationsdoes,however, refrain
from implementingcertainprotocolmechanismsin orderto reducethe com-
plexity of theimplementation.Theresultingimplementationmaythereforenot
befully compatiblewith otherTCP/IPimplementations.Hence,communica-
tion maynotbepossible.

Many smallTCP/IPimplementationsaretailoredfor aspeci�c application,
suchasrunningawebserver. Thismakesit possibleto signi�cantly reducethe
implementationcomplexity, but doesnot provide a generalcommunications
mechanismthatcanbeusedfor otherapplications.ThePICmicrostack[10] is
anexampleof sucha TCP/IPimplementation.Unlike suchimplementations,
theuIPandlwIP implementationsarenotdesignedfor a speci�c application.

Other implementationsrely on the assumptionthat the small embedded
device always will be communicatingwith a full-scaleTCP/IP implementa-
tion runningon a PC or work-stationclassdevice. Underthis assumptionit
is possibleto remove certainmechanismsthat arerequiredfor full compati-
bility. Speci�cally, supportfor IP fragmentreassemblyandfor TCPsegment
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sizevariationare two mechanismsthat often are left out. Examplesof such
implementationsareTexas Instrument's MSP430TCP/IPstack[24] and the
TinyTCPcode[19]. NeithertheuIP or the lwIP stackaredesignedunderthis
assumption.

In addition to the TCP/IP implementationfor small embeddedsystems,
thereis a large classof TCP/IPimplementationsfor embeddedsystemswith
lessconstraininglimitations.Typically, suchimplementationsarebasedonthe
TCP/IP implementationfrom the BSD operatingsystem[62]. Theseimple-
mentationsdo not suffer from the sameproblemsas the tailored implemen-
tations. Such implementationsdoes,however, in generalrequire too large
amountof resourcesto be feasiblefor small embeddedsystems. Typically,
suchimplementationsareordersof magnitudelargerthantheuIP implementa-
tion.

4.2 Operating Systemsfor SensorNetworks

TinyOS[44] is probablytheearliestoperatingsystemthatdirectly targetsthe
speci�c applicationsandlimitationsof sensordevices.TinyOSis built arounda
lightweighteventschedulerwhereall programexecutionis performedin tasks
that run to completion.TinyOSusesa specialdescriptionlanguagefor com-
posinga systemof smallercomponents[37] which arestatically linked with
the kernel to a completeimageof the system. After linking, modifying the
systemis not possible[55]. The Contiki systemis also designedarounda
lightweightevent-scheduler, but is designedto allow loading,unloading,and
replacingmodulesat run-time.

In orderto provide run-timereprogrammingfor TinyOS,Levis andCuller
have developedMaté [55], a virtual machinefor TinyOS devices. Codefor
thevirtual machinecanbe downloadedinto the systemat run-time. The vir-
tual machineis speci�cally designedfor the needsof typical sensornetwork
applications.Similarly, theMagnetOS[9] systemusesa virtual Java machine
to distributeapplicationsacrossthesensornetwork. Theadvantagesof usinga
virtual machineinsteadof nativemachinecodeis thatthevirtual machinecode
canbemadesmaller, thusreducingtheenergy consumptionof transportingthe
codeover thenetwork. Oneof thedrawbacksis theincreasedenergy spentin
interpretingthecode—forlong runningprogramstheenergy savedduringthe
transportof the binary codeis insteadspentin theoverheadof executingthe
code.Contiki doesnotsuffer from theexecutionaloverheadasmodulesloaded
into Contiki arecompiledto nativemachinecode.
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SensorWare[13] providesanabstractscriptinglanguagefor programming
sensors,but their targetplatformsarenotasresourceconstrainedasours.Sim-
ilarly, the EmStarenvironment[38] is designedfor lessresourceconstrained
systems.ReijersandLangendoen[71] useapatchlanguageto modify partsof
thebinaryimageof a runningsystem.This workswell for networkswhereall
nodesrun theexactsamebinarycodebut soongetscomplicatedif sensorsrun
slightly differentprogramsor differentversionsof thesamesoftware.

TheMantissystem[2] usesa traditionalpreemptivemulti-threadedmodel
of operation.Mantisenablesreprogrammingof boththeentireoperatingsys-
temandpartsof theprogrammemoryby downloadinga programimageonto
EEPROM, from whereit can be burnedinto �ash ROM. Due to the multi-
threadedsemantics,every Mantis programmust have stackspaceallocated
from thesystemheap,andlockingmechanismsmustbeusedto achievemutual
exclusionof sharedvariables. In Contiki, only suchprogramsthat explicitly
requiremulti-threadingneedsto allocateanextrastack.

4.3 ConnectingIP Networks with SensorNetworks

At thetimeof publicationof paperC, therewasverylittle work donein thearea
of connectingwirelesssensornetworksandIP networks.Recently, however, a
numberof paperson thesubjecthasbeenpublished.

Ho andFall [45] havepresentedanapplicationof DelayTolerantNetwork-
ing (DTN) mechanismsto sensornetworks. Their work is similar to thatpre-
sentedin paperC,but is morefocusedonthespeci�csof theDTN architecture.

Theoverlayarchitecturepresentedby Dai andHan[23] uni�es theInternet
andsensornetworks by providing a sensornetwork overlay layer on top of
the Internet. While this work is similar in scopeto the work in this thesis,it
exploresa slightly differentpath:this thesisexplorestheinterconnectivity in a
lower layerof theprotocolstack.

The FLexible InterconnectionProtocol(FLIP) [78] providesinterconnec-
tivity betweenIP networksandsensornetworks,but reliesonprotocolconvert-
ersat theborderof thesensornetwork. This thesisinvestigatesanarchitecture
wherenoexplicit protocolconvertersarerequired.

Finally, thePlutarcharchitecture[22] changesthecommunicationarchitec-
tureof the Internetin a way that is ableto accommodatenaturalinclusionof
sensornetworksin thenew communicationarchitecture.This work is orthog-
onal to thework in this thesis.The intentionwith this thesisis to investigate
how sensornetworkscanbeconnectedwith today'sIP network infrastructures.
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4.4 TCP/IP for Wir elessSensorNetworks

While I amnotawareof any previouswork onTCP/IPfor wirelesssensornet-
works,theareaof mobilead-hocnetworks(MANETs) is theareawhichis most
closelyrelatedto theareaof TCP/IPfor wirelesssensornetworks. MANETs
typically use the TCP/IP protocol suite for communicationboth within the
MANETs andwith outsidenetworks. Thereare,however, a numberof dif-
ferencesbetweensensornetworks andMANETs that affect the applicability
of TCP/IP. First, MANET nodestypically hassigni�cantly more resources
in termsof memoryandprocessingpower thansensornetwork nodes. Fur-
thermore,MANET nodesareoperatedby humanusers,whereassensornet-
worksareintendedto beautonomous.Theuser-centricityof MANETs makes
throughputtheprimaryperformancemetric,while theper-nodethroughputin
sensornetworks is inherentlylow becauseof the limited capabilitiesof the
nodes.Instead,energy consumptionis theprimaryconcernin sensornetworks.
Finally, TCPthroughputis reducedby mobility [46], but nodesin sensornet-
worksareusuallynotasmobileasMANET nodes.

While thespeci�c areaof TCP/IPfor wirelesssensornetworkshasnotbeen
previously explored,therearea numberof adjacentareasthatarerelevant to
this licentiatethesis.Thefollowing sectionspresentstherelatedwork in those
areas.

4.4.1 ReliableSensorNetwork Transport Protocols

Reliabledatatransmissionin sensornetworkshaveattainedverylittle research
attention,mostlybecausemany sensornetwork applicationsdonot requirere-
liable datatransmission.Nevertheless,a few protocolsfor reliabledatatrans-
port have beendeveloped.Thoseprotocolstargetboththeproblemof reliable
transmissionof sensordatafrom sensorsto a “sink” node,andtheproblemof
reliabletransmissionof datafrom acentralsinknodeto asensor. Potentialuses
of reliabledatatransmissionis transportof importantsensordatafrom oneor
moresensorsto a sink node,transmissionof sensornodecon�guration from
a centralserver to oneor moresensors,programdownloadsto sensornodes,
andotheradministrative tasks.Most protocolsfor reliabletransportin sensor
networksaredesignedspeci�cally for sensornetworksandthereforecannotbe
readily usedfor e.g. downloadingdatafrom an externalIP network, without
protocolconvertersor proxy servers.

ReliableMulti-SegmentTransport(RMST) [80] providesa reliabletrans-
portprotocolfor boundedmessagesontopof theDistributedDiffusionrouting
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paradigm[49]. RMST useseitherhop-by-hopreliability throughnegative ac-
knowledgmentsand local retransmissions,or end-to-endreliability by using
positive acknowledgmentsandend-to-endretransmissions.The authorspro-
videsimulationresultsandconcludethatreliabletransportfor sensornetworks
is bestimplementedon theMAC layer. The resultsprovidedrely on the fact
thattheDirectedDiffusionroutingsubstrateis ableto �nd relativelygoodpaths
throughthenetwork, however.

PumpSlowly FetchQuickly (PSFQ)[83] is a reliable transportprotocol
that focuseson one-to-many communicationsituationsanduseshop-by-hop
reliability. In PSFQ,datais slowly pumpedtowardsthe receivers,onefrag-
mentat a time. If a nodesalongthe pathtowardsthe receiver noticesthat a
datafragmenthasbeenlost, it issuesa fetch requestto theclosestnodeon the
backwardpath.Thenumberof fetchrequestsfor asinglefragmentis bounded
andfetchrequestsareissuedonly within thetimeframebetweentwo datafrag-
mentsarepumped.

Event-to-SinkReliableTransport(ESRT) [73] is a transportprotocolthat
providesa semi-reliabletransportin only onedirection.Datathatis sentfrom
sensorsto a sink is givena certainamountof reliability. Thesink node,which
is assumedto havemorecomputationalresourcesthanthesensors,computesa
suitablereportingfrequency for thenodes.

4.4.2 HeaderCompression

Headercompressionis a techniquethat reducespacket headeroverheadby
refrainingfrom transmittingheader�elds thatdo not changebetweenconsec-
utivepackets.Theheadercompressorandthedecompressorsharesthestateof
streamsthat passover them. This sharedstateis calledthe headercompres-
sioncontext. Thecompressionworksby not transmittingfull headers,but only
thedeltavaluesfor suchheader�elds thatchangein a predictableway. Early
variantsof headercompressionfor TCP weredevelopedfor low speedserial
links [50] andareableto compressmostheadersdown to only 10% of their
original size.

Earlyheadercompressionschemesdid notwork well overlossylinks since
they could not recover from the loss of a headerupdate. A missedheader
updatewill causesubsequentheaderupdatesto be incorrectbecauseof the
context mismatchbetweenthe compressorandthe decompressor. The early
methodsdid not try to detectincorrectlydecompressedheaders.Rather, these
methodstrustedrecipientsto drop packetswith erroneousheadersandrelied
on retransmissionsfrom thesenderto repairthecontext mismatch.
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Degermarket al. [26, 57] have presenteda methodfor compressinghead-
ersfor both TCP/IPandfor a setof real-timedataprotocols. The methodis
robust in thesensethat it is ableto recover from a context mismatchby using
feedbackfrom theheaderdecompressor. The feedbackinformationis piggy-
backedoncontrolpacketssuchasacknowledgmentsthattravel on thereverse-
path.Furthermore,authorsintroducestheTWICE algorithm.Thealgorithmis
ableto adaptto a singlelost headerdeltavalueby applyingthereceiveddelta
valuetwice. Incorrectlydecompressedheadersareidenti�ed by computingthe
checksumof thedecompressedpacket. If thechecksumis foundto be incor-
rectby thedecompressor, a full headeris requestedfrom thecompressor, thus
synchronizingtheheadercompressioncontext.

Sridharanet al. [70] have presentedRouting-AssistedHeaderCompres-
sion(RAHC), aheadercompressionschemethatis particularlywell-suitedfor
multi-hop networks. Unlike other headercompressionschemes,the RAHC
algorithmworks end-to-endacrossa numberof routing hops. The algorithm
utilizes information from the underlyingrouting protocol in order to detect
routechangesandmultiple paths.

4.4.3 TCP over Wir elessMedia

TCP [68] wasdesignedfor wired networks wherecongestionis the predom-
inant sourceof packet drops. TCP reducesits sendingratedetectingpacket
lossin orderto avoid overloadingthenetwork. This behavior hasshown to be
problematicwhenrunningTCP over wirelesslinks thathave potentiallyhigh
bit errorrates.Packet lossdueto bit errorswill beinterpretedby TCPasasign
of congestionandTCPwill reduceits sendingrate.TCPconnectionsrunning
over wirelesslinks may thereforeseevery large reductionsin throughput.A
numberof mechanismsfor solvingtheseproblemshavebeenstudied.

WirelessTCP enhancementscan be divided into three types [6]: split-
connection, end-to-end, andlink-layer. Thesplit-connectionapproach,asex-
empli�ed by IndirectTCP [5] andM-TCP [16], splits eachTCP connections
into two parts:oneoverthewirednetwork andoneoverthewirelesslink. Con-
nectionsareterminatedat a basestationto allow a speciallytunedprotocolto
beusedbetweenthebasestationandthewirelesshost.

TCP snoop[7] is a link-layer approachthat is designedto work in a sce-
nariowherethelasthopis overawirelessmedium.TCPsnoopusesaprogram
calledthesnoopagent that is runningon thebasestationbeforethe lasthop.
The snoopagentinterceptsTCP segmentsand cachesthem. If it detectsa
failed transmission,it will immediatelyretransmitthe lost segmentandpre-
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ventduplicateacknowledgementsto besenttowardstheoriginal senderof the
segment.

A-TCP [56] is primarily designedfor wirelessad-hocnetworksandis an
exampleof theend-to-endapproach.A-TCP insertsa conceptuallayer inbe-
tweenIP andTCPthatdealswith packet lossesbecauseof transmissionerrors
andunstableroutes. Unlike the otherapproaches,A-TCP requiresmodi�ca-
tionsto theend-host.

4.4.4 Addressingin SensorNetworks

Addressingin sensornetworks is differentfrom addressingin othercomputer
networks in that the sensorsdo not necessarilyneedto have individual ad-
dresses[42]. Instead,many sensornetwork applicationsbene�t from seeing
the data sensedby the network the primary addressingobject [35]. This al-
lows routingto bedata-centricratherthanthetraditionaladdress-centric.One
of theearliestdata-centricroutingprotocolsis DirectedDiffusion [49] which
propagatesaninformationinterestthroughthenetwork. Whenasensorobtains
informationfor whichaninteresthasbeenregistered,it transmitstheinforma-
tion backtowardsthesourceof theinformationinterest.

A differentapproachis takenby TinyDB [58] wherethesensornetwork is
viewedasa distributeddatabase.Thedatabaseis queriedwith anSQL-like
language.Querystringsareprocessedby a basestation,andcompressedand
optimizedqueriesaredisseminatedthroughthe sensornetwork. Resultsare
distributedbackthroughtheroutingtreethatwasformedwhenthequerywas
propagated.Thisis anaddressingschemewherethedataisexplicitly addressed
andwhereindividualnodesarenotpossibleto addressdirectly.
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Chapter 5

Conclusionsand Futur e
Work

This licentiatethesistakesthe �rst stepstowardsthe useof the TCP/IPpro-
tocol suitein wirelesssensornetworks. It builds the framework in which the
useof TCP/IPcanbefurtherinvestigated,identi�es theproblemswith TCP/IP
for sensornetworks,andformulatesinitial solutionsto theproblems.Thecon-
tribution of this work is that it for the �rst time bringsTCP/IP, the dominant
protocolstack,togetherwith wirelesssensornetworks.

Theresultsof theworkpresentedin thisthesishavehadasigni�cant impact
on theembeddedTCP/IPnetworking community. Thesoftwaredevelopedas
partof the thesishasbecomewidely known in thecommunity. Thesoftware
is usedin academicresearchprojects,academiccourses,as well as a large
numberof embeddeddevices.

I will continuethis work with experimentalstudiesof the useof TCP/IP
in wirelesssensornetworks. Furtherinvestigationmust be madebeforethe
hypothesisthatTCP/IPis a viableprotocolsuitefor wirelesssensornetworks
canbe validatedor invalidated. We have alreadymadesimulationstudiesof
theDistributedTCPCachingmechanism[30] andaredesigninga MAC layer
thatwill supportDTC. We intendto evaluatetheenergy ef�ciency of TCP/IP
for sensornetworksby usingthemethoddescribedby Ritteret al. [72]. While
thismethodhasbeendevelopedto experimentallyevaluateamodelof life-time
bounds[4], it alsois usefulfor comparingtheenergy ef�ciency of communi-
cationprotocols.

I will alsocontinueto investigatesoftwareconstructionfor memorycon-
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strainedsystems,basedon the�ndings in papersA andB. This work consists
of developingmechanismsandmethodsfor implementingcomputerprograms
for resourcelimited embeddedsystemsandsensornodes.I amcurrentlywork-
ing on a lightweight mechanismcalledprotothreadsthat providessequential
�o w of controlfor event-drivensystems.
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Abstract

We describetwo smallandportableTCP/IPimplementationsful�lling the
subsetof RFC1122requirementsneededfor full host-to-hostinteroperability.
Our TCP/IPimplementationsdo not sacri�ce any of TCP's mechanismssuch
as urgentdataor congestioncontrol. They supportIP fragmentreassembly
and the numberof multiple simultaneousconnectionsis limited only by the
availableRAM. Despitebeingsmall andsimple,our implementationsdo not
requiretheirpeersto havecomplex, full-sizestacks,but cancommunicatewith
peersrunninga similarly light-weightstack. Thecodesizeis on theorderof
10 kilobytesandRAM usagecanbecon�guredto beaslow asa few hundred
bytes.
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6.1 Intr oduction

With thesuccessof theInternet,theTCP/IPprotocolsuitehasbecomeaglobal
standardfor communication.TCP/IPis theunderlyingprotocolusedfor web
pagetransfers,e-mail transmissions,�le transfers,andpeer-to-peernetwork-
ing over theInternet.For embeddedsystems,beingableto run native TCP/IP
makesit possibleto connectthesystemdirectlyto anintranetor eventheglobal
Internet. Embeddeddeviceswith full TCP/IPsupportwill be �rst-class net-
work citizens,thus being able to fully communicatewith other hostsin the
network.

TraditionalTCP/IPimplementationshave requiredfar too muchresources
both in termsof codesizeandmemoryusageto be useful in small 8 or 16-
bit systems.Codesizeof a few hundredkilobytesandRAM requirementsof
several hundredsof kilobyteshave madeit impossibleto �t the full TCP/IP
stackinto systemswith a few tensof kilobytesof RAM androomfor lessthan
100kilobytesof code.

TCP[21] is boththemostcomplex andthemostwidely usedof thetrans-
port protocolsin the TCP/IP stack. TCP provides reliable full-duplex byte
streamtransmissionon top of the best-effort IP [20] layer. BecauseIP may
reorderor drop packetsbetweenthe senderandthe receiver, TCP hasto im-
plementsequencenumberingandretransmissionsin orderto achieve reliable,
ordereddatatransfer.

We have implementedtwo small genericandportableTCP/IPimplemen-
tations,lwIP (lightweightIP) anduIP (microIP), with slightly differentdesign
goals. The lwIP implementationis a full-scalebut simpli�ed TCP/IP imple-
mentationthat includesimplementationsof IP, ICMP, UDP andTCP and is
modularenoughto beeasilyextendedwith additionalprotocols.lwIP hassup-
portfor multiplelocalnetwork interfacesandhas�e xible con�gurationoptions
whichmakesit suitablefor a widevarietyof devices.

TheuIP implementationis designedto have only theabsoluteminimal set
of featuresneededfor a full TCP/IPstack.It canonly handlea singlenetwork
interfaceanddoesnot implementUDP, but focuseson theIP, ICMP andTCP
protocols.

Both implementationsare fully written in the C programminglanguage.
We have madethe sourcecodeavailablefor both lwIP [7] anduIP [8]. Our
implementationshave beenportedto numerous8- and16-bit platformssuch
asthe AVR, H8S/300,8051,Z80, ARM, M16c, andthe x86 CPUs. Devices
runningour implementationshave beenusedin numerousplacesthroughout
theInternet.
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Wehavestudiedhow thecodesizeandRAM usageof aTCP/IPimplemen-
tationaffect thefeaturesof theTCP/IPimplementationandtheperformanceof
the communication.We have limited our work to studyingthe implementa-
tion of TCPandIP protocolsandtheinteractionbetweentheTCP/IPstackand
theapplicationprograms.Aspectssuchasaddresscon�guration,security, and
energy consumptionareoutof thescopeof thiswork.

Themaincontributionof ourwork is thatwehaveshown thatis it possible
to implementafull TCP/IPstackthatis smallenoughin termsof codesizeand
memoryusageto beusefulevenin limited 8-bit systems.

Recently, othersmall implementationsof the TCP/IPstackhave madeit
possibleto run TCP/IPin small8-bit systems.Thoseimplementationsareof-
tenheavily specializedfor a particularapplication,usuallyanembeddedweb
server, andarenot suitedfor handlinggenericTCP/IPprotocols.Futureem-
beddednetworking applicationssuchaspeer-to-peernetworking requirethat
theembeddeddevicesareableto actas�rst-class network citizensandrun a
TCP/IPimplementationthatis not tailoredfor any speci�c application.

Furthermore,existing TCP/IPimplementationsfor small systemsassume
that the embeddeddevice alwayswill communicatewith a full-scaleTCP/IP
implementationrunningon a workstation-classmachine.Underthis assump-
tion, it is possibleto remove certainTCP/IPmechanismsthatarevery rarely
usedin suchsituations.Many of thosemechanismsareessential,however, if
the embeddeddevice is to communicatewith anotherequallylimited device,
e.g.,whenrunningdistributedpeer-to-peerservicesandprotocols.

This paperis organizedasfollows. After a short introductionto TCP/IP
in Section6.2, relatedwork is presentedin Section6.3. Section6.4discusses
RFCstandardscompliance.How memoryandbuffer managementis donein
our implementationsis presentedin Section6.5 andthe applicationprogram
interfaceis discussedin Section6.6. Detailsof theprotocolimplementations
is givenin Section6.7andSection6.8commentsontheperformanceandmax-
imum throughputof our implementations,presentsthroughputmeasurements
from experimentsandreportsonthecodesizeof our implementations.Section
6.9givesideasfor futurework. Finally, thepaperis summarizedandconcluded
in Section6.10.

6.2 TCP/IP overview

Froma high level viewpoint, theTCP/IPstackcanbeseenasa blackbox that
takesincomingpackets,anddemultiplexesthembetweenthecurrentlyactive
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Figure6.1: TCP/IPinputprocessing.

connections.Before the data is deliveredto the application,TCP sorts the
packetssothatthey appearin theorderthey weresent.TheTCP/IPstackwill
alsosendacknowledgmentsfor thereceivedpackets.

Figure6.1showshow packetscomefrom thenetwork device,passthrough
theTCP/IPstack,andaredeliveredto theactualapplications.In this example
thereare � ve active connections,threethat arehandledby a web server ap-
plication,onethat is handledby thee-mailsenderapplication,andonethat is
handledby a dataloggerapplication.
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Figure6.2: TCP/IPoutputprocessing.

A high level view of theoutputprocessingcanbeseenin Figure6.2. The
TCP/IP stackcollects the datasentby the applicationsbeforeit is actually
sentonto the network. TCP hasmechanismsfor limiting the amountof data
that is sentover the network, andeachconnectionhasa queueon which the
datais held while waiting to be transmitted. The datais not removed from
thequeueuntil thereceiver hasacknowledgedthereceptionof thedata.If no
acknowledgmentis receivedwithin aspeci�c time, thedatais retransmitted.

Data arrivesasynchronouslyfrom both the network and the application,
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andtheTCP/IPstackmaintainsqueuesin which packetsarekeptwaiting for
service. Becausepacketsmight be droppedor reorderedby the network, in-
comingpacketsmayarriveoutof order. Suchpacketshaveto bequeuedby the
TCP/IPstackuntil apacketthat�lls thegaparrives.Furthermore,becauseTCP
limits therateatwhichdatathatcanbetransmittedovereachTCPconnection,
applicationdatamightnotbeimmediatelysentoutontothenetwork.

The full TCP/IPsuiteconsistsof numerousprotocols,rangingfrom low
level protocolssuchasARP which translatesIP addressesto MAC addresses,
to applicationlevel protocolssuchas SMTP that is usedto transfere-mail.
We have concentratedour work on the TCP and IP protocolsandwill refer
to upperlayerprotocolsas“the application”. Lower layerprotocolsareoften
implementedin hardwareor �rmw areandwill bereferredto as“the network
device” thatarecontrolledby thenetwork devicedriver.

TCPprovidesa reliablebytestreamto theupperlayerprotocols.It breaks
thebytestreaminto appropriatelysizedsegmentsandeachsegmentis sentin
its own IP packet. TheIP packetsaresentout on thenetwork by thenetwork
device driver. If the destinationis not on the physicallyconnectednetwork,
the IP packet is forwardedonto anothernetwork by a router that is situated
betweenthe two networks. If themaximumpacket sizeof theothernetwork
is smallerthanthesizeof theIP packet, thepacket is fragmentedinto smaller
packetsby therouter. If possible,thesizeof theTCPsegmentsarechosenso
that fragmentationis minimized. The �nal recipientof the packet will have
to reassembleany fragmentedIP packetsbeforethey canbepassedto higher
layers.

6.3 Relatedwork

Thereare numeroussmall TCP/IP implementationsfor embeddedsystems.
Thetargetarchitecturesrangefrom small8-bit microcontrollersto 32-bitRISC
architectures.Codesizevariesfrom a few kilobytesto hundredsof kilobytes.
RAM requirementscanbeaslow as10bytesup to severalmegabytes.

Existing TCP/IP implementationscan roughly be divided into two cate-
gories; thosethat areadaptationsof the Berkeley BSD TCP/IP implementa-
tion [18], andthosethat arewritten independentlyfrom the BSD code. The
BSD implementationwas originally written for workstation-classmachines
and was not designedfor the limitations of small embeddedsystems. Be-
causeof that, implementationsthat arederived from the BSD codebaseare
usuallysuitedfor largerarchitecturesthanour target. An exampleof a BSD-
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derivedimplementationis theInterNicheNicheStack[11], whichneedsaround
50kilobytesof codespaceona 32-bitARM system.

Many of the independentTCP/IP implementationsfor embeddedproces-
sorsusea simpli�ed modelof theTCP/IPstackwhichmakesseveralassump-
tionsaboutthecommunicationenvironment.Themostcommonassumptionis
thattheembeddedsystemalwayswill communicatewith asystemsuchasaPC
thatrunsa full scale,standardscompliantTCP/IPimplementation.By relying
on thestandardscomplianceof theremotehost,evenanextremelysimpli�ed,
uncompliant,TCP/IPimplementationwill beableto communicate.Thecom-
municationmay very well fail, however, oncethe systemis to communicate
with anothersimpli�ed TCP/IPimplementationsuchasanotherembeddedsys-
temof thesamekind. We will brie�y cover a numberof suchsimpli�cations
thatareusedby existing implementations.

Oneusualsimpli�cation is to tailor theTCP/IPstackfor aspeci�c applica-
tion suchasawebserver. By doingthis,only thepartsof theTCP/IPprotocols
that arerequiredby the applicationneedto be implemented.For instance,a
webserverapplicationdoesnotneedsupportfor urgentdataanddoesnotneed
to actively openTCP connectionsto otherhosts.By removing thosemecha-
nismsfrom theimplementation,thecomplexity is reduced.

ThesmallestTCP/IPimplementationsin termsof RAM andcodespacere-
quirementsareheavily specializedfor servingwebpagesanduseanapproach
wherethewebserverdoesnotholdany connectionstateatall. Forexample,the
iPic match-headsizedserver [26] andJeremyBentham's PICmicrostack[1]
requireonly a few tensof bytesof RAM to serve simplewebpages.In such
animplementation,retransmissionscannotbemadeby theTCPmodulein the
embeddedsystembecausenothingis known abouttheactive connections.In
order to achieve reliable transfers,the systemhasto rely on the remotehost
to performretransmissions.It is possibleto run a verysimplewebserverwith
suchanimplementation,but thereareseriouslimitationssuchasnotbeingable
to servewebpagesthatarelargerthanthesizeof asingleTCPsegment,which
typically is aboutonekilobyte.

OtherTCP/IP implementationssuchas the Atmel TCP/IPstack[5] save
codespaceby leaving out certainvital TCP mechanisms.In particular, they
often leave out TCP's congestioncontrol mechanisms,which areusedto re-
ducethesendingratewhenthenetwork is overloaded.While an implementa-
tion with no congestioncontrol might work well whenconnectedto a single
Ethernetsegment,problemscanarisewhencommunicationspansseveralnet-
works. In suchcases,theintermediatenodessuchasswitchesandroutersmay
beoverloaded.Becausecongestionprimarily is causedby theamountof pack-
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etsin thenetwork, andnot thesizeof thesepackets,evensmall8-bit systems
areableto produceenoughtraf�c to causecongestion.A TCP/IPimplementa-
tion lackingcongestioncontrolmechanismsshouldnotbeusedovertheglobal
Internetasit mightcontributeto congestioncollapse[9].

TexasInstrument's MSP430TCP/IPstack[6] andthe TinyTCP code[4]
useanothercommonsimpli�cation in thatthey canhandleonly oneTCPcon-
nectionata time. While this is asensiblesimpli�cation for many applications,
it seriouslylimits theusefulnessof theTCP/IPimplementation.For example,
it is not possibleto communicatewith two simultaneouspeerswith suchan
implementation.TheCMX Micronetstack[27] usesasimilarsimpli�cation in
thatit setsa hardlimit of 16on themaximumnumberof connections.

Yet anothersimpli�cation that is usedby LiveDevicesEmbedinetimple-
mentation [12] andothersis to disregardthe maximumsegmentsize that a
receiver is preparedto handle.Instead,theimplementationwill sendsegments
that �t into an Ethernetframe of 1500 bytes. This works in a lot of cases
dueto thefact thatmany hostsareableto receive packetsthatare1500bytes
or larger. Communicationwill fail, however, if the receiver is a systemwith
limited memoryresourcesthatis notableto handlepacketsof thatsize.

Finally, the most commonsimpli�cation is to leave out supportfor re-
assemblingfragmentedIP packets. Even thoughfragmentedIP packetsare
quite infrequent[25], therearesituationsin which they mayoccur. If packets
travel over a pathwhich fragmentsthepackets,communicationis impossible
if theTCP/IPimplementationis unableto correctlyreassemblethem.TCP/IP
implementationsthatareableto correctlyreassemblefragmentedIP packets,
suchastheKadakKwikNET stack[22], areusuallytoo largein termsof code
sizeandRAM requirementsto bepracticalfor 8-bit systems.

6.4 RFC-compliance

Theformal requirementsfor theprotocolsin theTCP/IPstackis speci�edin a
numberof RFCdocumentspublishedby theInternetEngineeringTaskForce,
IETF. Eachof theprotocolsin thestackis de�ned in onemoreRFCdocuments
andRFC1122[2] collectsall requirementsandupdatesthepreviousRFCs.

TheRFC1122requirementscanbedividedinto two categories;thosethat
dealwith thehostto hostcommunicationandthosethatdealwith communica-
tion betweentheapplicationandthenetworkingstack.An exampleof the�rst
kind is “A TCPMUSTbeableto receivea TCPoptionin anysegment”andan
exampleof thesecondkind is “ThereMUSTbea mechanismfor reportingsoft
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Table6.1: TCP/IPfeaturesimplementedby uIPandlwIP
Feature uIP lwIP
IP andTCPchecksums x x
IP fragmentreassembly x x
IP options
Multiple interfaces x
UDP x
Multiple TCPconnections x x
TCPoptions x x
VariableTCPMSS x x
RTT estimation x x
TCP�o w control x x
Sliding TCPwindow x
TCPcongestioncontrol Not needed x
Out-of-sequenceTCPdata x
TCPurgentdata x x
Databufferedfor rexmit x

TCPerror conditionsto theapplication.” A TCP/IPimplementationthatvio-
latesrequirementsof the�rst kind maynotbeableto communicatewith other
TCP/IPimplementationsandmayevenleadto network failures.Violation of
thesecondkind of requirementswill only affect thecommunicationwithin the
systemandwill notaffecthost-to-hostcommunication.

In our implementations,we have implementedall RFC requirementsthat
affect host-to-hostcommunication. However, in order to reducecodesize,
we have removedcertainmechanismsin theinterfacebetweentheapplication
and the stack,suchas the soft error reportingmechanismand dynamically
con�gurable type-of-servicebits for TCP connections.Sincethereare only
very few applicationsthatmakeuseof thosefeatures,we believethatthey can
beremovedwithout lossof generality. Table6.1 lists thefeaturesthatuIP and
lwIP implements.

6.5 Memory and buffer management

In our targetarchitecture,RAM is themostscarceresource.With only a few
kilobytesof RAM availablefor theTCP/IPstackto use,mechanismsusedin
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traditionalTCP/IPcannotbedirectlyapplied.
Becauseof thedifferentdesigngoalsfor the lwIP andtheuIP implemen-

tations,we have chosentwo different memorymanagementsolutions. The
lwIP implementationhasdynamicbuffer andmemoryallocationmechanisms
wherememoryfor holding connectionstateandpacketsis dynamicallyallo-
catedfrom a globalpoolof availablememoryblocks.Packetsarecontainedin
oneor moredynamicallyallocatedbuffersof �x edsize.Thesizeof thepacket
buffers is determinedby a con�guration option at compiletime. Buffers are
allocatedby thenetwork devicedriverwhenanincomingpacketarrives.If the
packet is larger thanonebuffer, morebuffers areallocatedandthe packet is
split into thebuffers. If theincomingpacket is queuedby higherlayersof the
stackor theapplication,a referencecounterin thebuffer is incremented.The
buffer will notbedeallocateduntil thereferencecountis zero.

TheuIPstackdoesnotuseexplicit dynamicmemoryallocation.Instead,it
usesa singleglobalbuffer for holdingpacketsandhasa �x ed tablefor hold-
ing connectionstate.Theglobalpacket buffer is largeenoughto containone
packet of maximumsize.Whena packet arrivesfrom thenetwork, thedevice
driver placesit in the global buffer andcalls the TCP/IPstack. If the packet
containsdata,theTCP/IPstackwill notify thecorrespondingapplication.Be-
causethedatain thebufferwill beoverwrittenby thenext incomingpacket,the
applicationwill eitherhaveto actimmediatelyonthedataor copy thedatainto
asecondarybuffer for laterprocessing.Thepacketbuffer will notbeoverwrit-
tenby new packetsbeforetheapplicationhasprocessedthedata.Packetsthat
arrivewhentheapplicationis processingthedatamustbequeued,eitherby the
network device or by thedevice driver. Most single-chipEthernetcontrollers
haveon-chipbuffersthatarelargeenoughto containat least4 maximumsized
Ethernetframes. Devicesthat arehandledby the processor, suchasRS-232
ports,cancopy incomingbytesto aseparatebuffer duringapplicationprocess-
ing. If the buffers arefull, the incomingpacket is dropped. This will cause
performancedegradation,but only whenmultiple connectionsarerunningin
parallel. This is becauseuIP advertisesa very small receiver window, which
meansthatonly a singleTCPsegmentwill bein thenetwork perconnection.

Outgoingdatais also handleddifferently becauseof the differentbuffer
schemes.In lwIP, an applicationthat wishesto senddatapassesthe length
and a pointer to the datato the TCP/IP stackas well as a �ag which indi-
cateswhetherthe datais volatile or not. The TCP/IPstackallocatesbuffers
of suitablesizeand,dependingon thevolatile �ag, eithercopiesthedatainto
thebuffersor referencesthedatathroughpointers.Theallocatedbufferscon-
tain spacefor theTCP/IPstackto prependtheTCP/IPandlink layerheaders.
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After the headersarewritten, the stackpassesthe buffers to the network de-
vice driver. Thebuffersarenot deallocatedwhenthedevice driver is �nished
sendingthedata,but heldon a retransmissionqueue.If thedatais lost in the
network andhaveto beretransmitted,thebuffersonretransmissionqueuewill
beretransmitted.Thebuffersarenot deallocateduntil thedatais known to be
receivedby thepeer. If theconnectionis abortedbecauseof anexplicit request
from the local applicationor a resetsegmentfrom the peer, the connection's
buffersaredeallocated.

In uIP, the sameglobal packet buffer that is usedfor incomingpacketsis
alsousedfor the TCP/IPheadersof outgoingdata. If the applicationsends
dynamicdata,it mayusethepartsof theglobalpacketbuffer thatarenotused
for headersasa temporarystoragebuffer. To sendthe data,the application
passesa pointerto thedataaswell asthe lengthof thedatato thestack.The
TCP/IPheadersarewritten into the global buffer andoncethe headershave
beenproduced,the device driver sendsthe headersand the applicationdata
out on the network. The datais not queuedfor retransmissions.Instead,the
applicationwill haveto reproducethedataif a retransmissionis necessary.

Thetotalamountof memoryusagefor our implementationsdependsheav-
ily on the applicationsof the particulardevice in which the implementations
areto berun. Thememorycon�gurationdeterminesboththeamountof traf�c
thesystemshouldbeableto handleandthemaximumamountof simultaneous
connections.A devicethatwill besendinglargee-mailswhile at thesametime
runninga webserverwith highly dynamicwebpagesandmultiple simultane-
ousclients,will requiremoreRAM thana simpleTelnetserver. It is possible
to run the uIP implementationwith as little as200 bytesof RAM, but such
a con�guration will provide extremelylow throughputandwill only allow a
smallnumberof simultaneousconnections.

6.6 Application program interface

TheApplicationProgramInterface(API) de�nes theway theapplicationpro-
gram interactswith the TCP/IP stack. The most commonly usedAPI for
TCP/IP is the BSD socket API which is usedin mostUnix systemsandhas
heavily in�uenced theMicrosoft Windows WinSockAPI. Becausethesocket
API usesstop-and-wait semantics,it requiressupportfrom anunderlyingmul-
titaskingoperatingsystem.Sincethe overheadof taskmanagement,context
switchingandallocationof stackspacefor the tasksmight be too high in our
targetarchitecture,theBSDsocket interfaceis notsuitablefor ourpurposes.
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Instead,we have chosenaneventdriveninterfacewheretheapplicationis
invokedin responseto certainevents.Examplesof sucheventsaredataarriving
on a connection,an incomingconnectionrequest,or a poll requestfrom the
stack.Theeventbasedinterface�ts well in theeventbasedstructureusedby
operatingsystemssuchasTinyOS[10]. Furthermore,becausetheapplication
is ableto acton incomingdataandconnectionrequestsassoonastheTCP/IP
stackreceivesthepacket, low responsetimescanbeachievedevenin low-end
systems.

6.7 Protocol implementations

The protocolsin the TCP/IPprotocolsuitearedesignedin a layeredfashion
whereeachprotocolperformsa speci�c functionandtheinteractionsbetween
theprotocollayersarestrictly de�ned. While the layeredapproachis a good
way to designprotocols,it is not alwaysthebestway to implementthem.For
thelwIP implementation,wehavechosenafully modularapproachwhereeach
protocolimplementationis keptfairly separatefrom theothers.In thesmaller
uIP implementation,theprotocolimplementationsaretightly coupledin order
to save codespace.

6.7.1 Main control loop

ThelwIP anduIPstackscanberuneitherasataskin amultitaskingsystem,or
asthemainprogramin asingletaskingsystem.In bothcases,themaincontrol
loop (Figure6.3)doestwo thingsrepeatedly:

1. Checkif apackethasarrivedfrom thenetwork.

2. Checkif aperiodictimeouthasoccurred.

If a packet hasarrived,the input handlerof theTCP/IPstackis invoked. The
inputhandlerfunctionwill neverblock,but will returnatonce.Whenit returns,
thestackor theapplicationfor which the incomingpacket wasintendedmay
have producedoneor morereply packetswhich shouldbesentout. If so,the
network devicedriver is calledto sendout thesepackets.

Periodictimeoutsareusedto driveTCPmechanismsthatdependontimers,
suchasdelayedacknowledgments,retransmissionsandround-triptimeestima-
tions. Whenthemaincontrol loop infersthat theperiodictimer should�re, it
invokesthetimer handlerof theTCP/IPstack.BecausetheTCP/IPstackmay
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Figure6.3: Themaincontrolloop.

performretransmissionswhendealingwith a timer event, thenetwork device
driver is calledto sendout thepacketsthatmayhavebeenproduced.

This is similar to how the BSD implementationsdrive the TCP/IPstack,
but BSDusessoftwareinterruptsandataskschedulerto initiate inputhandlers
andtimers.In ourlimited system,wedonotdependonsuchmechanismsbeing
available.

6.7.2 IP — Inter net Protocol

Whenincomingpacketsareprocessedby lwIP anduIP, theIP layeris the�rst
protocolthatexaminesthepacket. TheIP layerdoesa few simplecheckssuch
asif thedestinationIP addressof theincomingpacketmatchesany of thelocal
IP addressandveri�es theIP headerchecksum.Sincethereareno IP options
thatarestrictly requiredandbecausethey arevery uncommon,both lwIP and
uIPdropany IP optionsin receivedpackets.
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IP fragment reassembly

In both lwIP anduIP, IP fragmentreassemblyis implementedusinga sepa-
ratebuffer thatholdsthepacket to be reassembled.An incomingfragmentis
copiedinto the right placein the buffer anda bit map is usedto keeptrack
of which fragmentshave beenreceived. Becausethe �rst byte of an IP frag-
mentis alignedonan8-byteboundary, thebit maprequiresa smallamountof
memory. Whenall fragmentshave beenreassembled,the resultingIP packet
is passedto thetransportlayer. If all fragmentshave not beenreceivedwithin
a speci�edtime frame,thepacket is dropped.

The currentimplementationonly hasa singlebuffer for holding packets
to bereassembled,andthereforedoesnot supportsimultaneousreassemblyof
morethanonepacket. Sincefragmentedpacketsareuncommon,webelivethis
to beareasonabledecision.Extendingour implementationto supportmultiple
bufferswould bestraightforward,however.

Broadcastsand multicasts

IP hastheability to broadcastandmulticastpacketsonthelocalnetwork. Such
packetsareaddressedto specialbroadcastandmulticastaddresses.Broadcast
is usedheavily in many UDP basedprotocolssuchastheMicrosoft Windows
�le-sharing SMB protocol. Multicast is primarily usedin protocolsusedfor
multimediadistributionsuchasRTP. TCPis apoint-to-pointprotocolanddoes
notusebroadcastor multicastpackets.

BecauselwIP supportsapplicationsusing UDP, it has supportfor both
sendingandreceiving broadcastandmulticastpackets. In contrast,uIP does
not have UDP supportand thereforehandlingof suchpacketshasnot been
implemented.

6.7.3 ICMP — Inter net Control MessageProtocol

TheICMP protocolis usedfor reportingsofterrorconditionsandfor querying
hostparameters.Its mainuseis, however, theechomechanismwhich is used
by theping program.

The ICMP implementationsin lwIP anduIP arevery simpleaswe have
restrictedthemto only implementICMP echomessages.Repliesto echomes-
sagesareconstructedby simply swappingthe sourceanddestinationIP ad-
dressesof incoming echorequestsand rewriting the ICMP headerwith the
Echo-Replymessagetype. The ICMP checksumis adjustedusingstandard
techniques[23].
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Sinceonly theICMP echomessageis implemented,thereis nosupportfor
Path MTU discovery or ICMP redirectmessages.Neitherof theseis strictly
requiredfor interoperability;they areperformanceenhancementmechanisms.

6.7.4 TCP — TransmissionControl Protocol

TheTCPimplementationsin lwIP anduIParedrivenby incomingpacketsand
timer events. IP calls TCP whena TCP packet arrivesandthe main control
loopcallsTCPperiodically.

Incomingpacketsareparsedby TCPandif thepacketcontainsdatathatis
to be deliveredto theapplication,the applicationis invokedby the meansof
a functioncall. If theincomingpacket acknowledgespreviouslysentdata,the
connectionstateis updatedandtheapplicationis informed,allowing it to send
outnew data.

Listening connections

TCP allows a connectionto listen for incomingconnectionrequests.In our
implementations,a listeningconnectionis identi�ed by the16-bitportnumber
andincomingconnectionrequestsarecheckedagainstthelist of listeningcon-
nections.This list of listeningconnectionsis dynamicandcanbe alteredby
theapplicationsin thesystem.

Sendingdata

Whensendingdata,anapplicationwill have to checkthenumberof available
bytesin thesendwindow andadjustthenumberof bytesto sendaccordingly.
Thesizeof thesendwindow is dictatedby thememorycon�guration aswell
asthebuffer spaceannouncedby thereceiverof thedata.If nobuffer spaceis
available,theapplicationhasto deferthesendandwait until later.

Buffer spacebecomesavailable when an acknowledgmentfrom the re-
ceiver of thedatahasbeenreceived. Thestackinformstheapplicationof this
event,andtheapplicationmaythenrepeatthesendingprocedure.

Sliding window

MostTCPimplementationsuseaslidingwindow mechanismfor sendingdata.
Multiple datasegmentsaresentin successionwithoutwaiting for anacknowl-
edgmentfor eachsegment.
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Thesliding window algorithmusesa lot of 32-bit operationsandbecause
32-bit arithmetic is fairly expensive on most 8-bit CPUs,uIP doesnot im-
plementit. Also, uIP doesnot buffer sentpacketsanda sliding window im-
plementationthatdoesnot buffer sentpacketswill have to be supportedby a
complex applicationlayer. Instead,uIP allows only a singleTCPsegmentper
connectionto beunacknowledgedat any giventime. lwIP, on theotherhand,
implementsTCP's slidingwindow mechanismusingoutputbuffer queuesand
thereforedoesnotaddadditionalcomplexity to theapplicationlayer.

It is important to note that even thoughmost TCP implementationsuse
the sliding window algorithm, it is not requiredby the TCP speci�cations.
Removing the sliding window mechanismdoesnot affect interoperabilityin
any way.

Round-trip time estimation

TCPcontinuouslyestimatesthecurrentRound-Trip Time(RTT) of everyactive
connectionin orderto �nd asuitablevaluefor theretransmissiontime-out.

We have implementedthe RTT estimationusing TCP's periodic timer.
Eachtime the periodic timer �res, it incrementsa counterfor eachconnec-
tion thathasunacknowledgeddatain thenetwork. Whenanacknowledgment
is received,thecurrentvalueof thecounteris usedasasampleof theRTT. The
sampleis usedtogetherwith thestandardTCPRTT estimationfunction[13] to
calculateanestimateof theRTT. Karn's algorithm[14] is usedto ensurethat
retransmissionsdonot skew theestimates.

Retransmissions

Retransmissionsaredrivenby theperiodicTCPtimer. Every time theperiodic
timer is invoked,theretransmissiontimer for eachconnectionis decremented.
If thetimer reacheszero,a retransmissionshouldbemade.

The actualretransmissionoperationis handleddifferently in uIP and in
lwIP. lwIP maintainstwo output queues:one holds segmentsthat have not
yet beensent,the otherholdssegmentsthat have beensentbut not yet been
acknowledgedby thepeer. Whenaretransmissionis required,the�rst segment
on the queueof segmentsthat hasnot beenacknowledgedis sent. All other
segmentsin thequeuearemovedto thequeuewith unsentsegments.

As uIP doesnot keeptrack of packet contentsafter they have beensent
by the device driver, uIP requiresthat the applicationtakesan active part in
performingtheretransmission.WhenuIPdecidesthatasegmentshouldbere-
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transmitted,it calls theapplicationwith a �ag setindicatingthata retransmis-
sion is required.Theapplicationcheckstheretransmission�ag andproduces
thesamedatathatwaspreviouslysent.Fromtheapplication'sstandpoint,per-
formingaretransmissionis notdifferentfrom how thedataoriginally wassent.
Thereforethe applicationcanbe written in sucha way that the samecodeis
usedbothfor sendingdataandretransmittingdata.Also, it is importantto note
thateven thoughtheactualretransmissionoperationis carriedout by theap-
plication,it is theresponsibilityof thestackto know whentheretransmission
shouldbemade.Thusthecomplexity of theapplicationdoesnot necessarily
increasebecauseit takesanactivepartin doingretransmissions.

Flow control

The purposeof TCP's �o w control mechanismsis to allow communication
betweenhostswith wildly varyingmemorydimensions.In eachTCPsegment,
the senderof the segmentindicatesits availablebuffer space.A TCP sender
mustnot sendmoredatathanthebuffer spaceindicatedby thereceiver.

In our implementations,the applicationcannotsendmore datathan the
receiving host can buffer. Before sendingdata,the applicationcheckshow
many bytesit is allowed to sendanddoesnot sendmoredatathanthe other
host can accept. If the remotehost cannotacceptany dataat all, the stack
initiatesthezerowindow probingmechanism.

The applicationis responsiblefor controlling thesizeof the window size
indicatedin sentsegments.If theapplicationmustwait or buffer data,it can
explicitly closethewindow sothat thesenderwill not senddatauntil theap-
plicationis ableto handleit.

Congestioncontrol

The congestioncontrol mechanismslimit the numberof simultaneousTCP
segmentsin thenetwork. Thealgorithmsusedfor congestioncontrol [13] are
designedto besimpleto implementandrequireonly a few linesof code.

Since uIP only handlesone in-�ight TCP segment per connection,the
amountof simultaneoussegmentscannotbe further limited, thustheconges-
tion controlmechanismsarenot needed.lwIP hastheability to have multiple
in-�ight segmentsand thereforeimplementsall of TCP's congestioncontrol
mechanisms.



56 Paper A

Urgentdata

TCP's urgentdatamechanismprovidesanapplication-to-applicationnoti�ca-
tion mechanism,whichcanbeusedby anapplicationto markpartsof thedata
streamasbeingmoreurgentthanthenormalstream.It is up to the receiving
applicationto interpretthemeaningof theurgentdata.

In many TCPimplementations,includingtheBSD implementation,theur-
gent datafeatureincreasesthe complexity of the implementationbecauseit
requiresanasynchronousnoti�cation mechanismin anotherwisesynchronous
API. As our implementationsalreadyusean asynchronousevent basedAPI,
the implementationof theurgentdatafeaturedoesnot leadto increasedcom-
plexity.

Connectionstate

EachTCP connectionrequiresa certainamountof stateinformation in the
embeddeddevice. Becausethe stateinformationusesRAM, we have aimed
towardsminimizing the amountof stateneededfor eachconnectionin our
implementations.

The uIP implementation,which doesnot usethe sliding window mech-
anism,requiresfar lessstateinformationthanthe lwIP implementation.The
slidingwindow implementationrequiresthattheconnectionstateincludessev-
eral 32-bit sequencenumbers,not only for keepingtrack of the currentse-
quencenumbersof the connection,but also for rememberingthe sequence
numbersof the last window updates. Furthermore,becauselwIP is able to
handlemultiple local IP addresses,the connectionstatemust includethe lo-
cal IP address.Finally, aslwIP maintainsqueuesfor outgoingsegments,the
memoryfor the queuesis includedin the connectionstate. This makes the
stateinformationneededfor lwIP nearly60byteslargerthanthatof uIPwhich
requires30bytesperconnection.

6.8 Results

6.8.1 Performancelimits

In TCP/IP implementationsfor high-endsystems,processingtime is domi-
natedby thechecksumcalculationloop, theoperationof copying packet data
andcontext switching[15]. Operatingsystemsfor high-endsystemsoftenhave
multipleprotectiondomainsfor protectingkerneldatafrom userprocessesand
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userprocessesfrom eachother. Becausethe TCP/IPstackis run in the ker-
nel, datahasto be copiedbetweenthe kernelspaceandthe addressspaceof
theuserprocessesanda context switchhasto beperformedoncethedatahas
beencopied.Performancecanbeenhancedby combiningthecopy operation
with the checksumcalculation[19]. Becausehigh-endsystemsusuallyhave
numerousactiveconnections,packetdemultiplexing is alsoanexpensiveoper-
ation[17].

A smallembeddeddevicedoesnothavethenecessaryprocessingpowerto
havemultipleprotectiondomainsandthepowerto runamultitaskingoperating
system.Thereforethereis noneedto copy databetweentheTCP/IPstackand
theapplicationprogram.With an eventbasedAPI thereis no context switch
betweentheTCP/IPstackandtheapplications.

In suchlimited systems,theTCP/IPprocessingoverheadis dominatedby
thecopyingof packetdatafrom thenetwork deviceto hostmemory, andcheck-
sumcalculation.Apart from thechecksumcalculationandcopying, theTCP
processingdonefor anincomingpacket involvesonly updatinga few counters
and �ags beforehandingthe dataover to the application. Thusan estimate
of theCPUoverheadof our TCP/IPimplementationscanbeobtainedby cal-
culatingthe amountof CPU cyclesneededfor the checksumcalculationand
copying of a maximumsizedpacket.

6.8.2 The impact of delayedacknowledgments

MostTCPreceiversimplementthedelayedacknowledgmentalgorithm[3] for
reducingthe numberof pureacknowledgmentpacketssent. A TCP receiver
usingthis algorithmwill only sendacknowledgmentsfor every otherreceived
segment. If no segmentis receivedwithin a speci�c time-frame,anacknowl-
edgmentis sent.Thetime-framecanbeashigh as500msbut typically is 200
ms.

A TCPsendersuchasuIP thatonly handlesa singleoutstandingTCPseg-
ment will interactpoorly with the delayedacknowledgmentalgorithm. Be-
causethereceiveronly receivesasinglesegmentata time,it will wait asmuch
as500msbeforean acknowledgmentis sent. This meansthat themaximum
possiblethroughputis severelylimited by the500msidle time.

Thusthemaximumthroughputequationwhensendingdatafrom uIP will
bep = s=(t+ td) wheres is thesegmentsizeandtd is thedelayedacknowledg-
menttimeout,whichtypically is between200and500ms.With asegmentsize
of 1000bytes,around-triptimeof 40msandadelayedacknowledgmenttime-
out of 200ms,themaximumthroughputwill be4166bytespersecond.With
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thedelayedacknowledgmentalgorithmdisabledat thereceiver, themaximum
throughputwould be25000bytespersecond.

It shouldbe noted,however, thatsincesmall systemsrunninguIP arenot
very likely to havelargeamountsof datato send,thedelayedacknowledgment
throughputdegradationof uIPneednotbeverysevere.Smallamountsof data
sentby suchasystemwill notspanmorethanasingleTCPsegment,andwould
thereforenotbeaffectedby thethroughputdegradationanyway.

ThemaximumthroughputwhenuIPactsasareceiveris notaffectedby the
delayedacknowledgmentthroughputdegradation.

6.8.3 Measurements

Forourexperimentsweconnecteda450MHz PentiumIII PCrunningFreeBSD
4.7 to an Ethernutboard[16] througha dedicated10 megabit/secondEther-
net network. The Ethernutboardis a commerciallyavailableembeddedsys-
tem equippedwith a RealTek RTL8019ASEthernetcontroller, an Atmel At-
mega128AVR microcontrollerrunning at 14.7456MHz with 128 kilobytes
of �ash ROM for codestorageand32 kilobytesof RAM. The FreeBSDhost
wascon�gured to run the Dummynetdelayemulatorsoftware [24] in order
to facilitatecontrolleddelaysfor thecommunicationbetweenthePC andthe
embeddedsystem.

In theembeddedsystem,asimplewebserverwasrunontopof theuIPand
lwIP stacks.Usingthefetch �le retrievalutility, a�le consistingof null bytes
wasdownloadedtentimesfrom theembeddedsystem.Thereportedthrough-
putwaslogged,andthemeanthroughputof thetendownloadswascalculated.
By redirecting�le outputto /dev/null , the�le wasimmediatelydiscarded
by theFreeBSDhost.The�le sizewas200kilobytesfor theuIPtests,and200
megabytesfor thelwIP tests.Thesizeof the�le madeit impossibleto keepit
all in thememoryof theembeddedsystem.Instead,the �le wasgeneratedby
thewebserverasit wassentouton thenetwork.

The total TCP/IPmemoryconsumptionin theembeddedsystemwasvar-
ied by changingthesendwindow size. For uIP, thesendwindow wasvaried
between50 bytesandthe maximumpossiblevalueof 1450bytesin stepsof
50bytes.Thesendwindow con�gurationtranslatesinto a totalRAM usageof
between400bytesand3 kilobytes.ThelwIP sendwindow wasvariedbetween
500and11000bytesin stepsof 500bytes,leadingto atotalRAM consumption
of between5 and16kilobytes.

Figure6.4 shows themeanthroughputof the ten �le downloadsfrom the
web server runningon top of uIP, with an additional10 ms delaycreatedby
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Figure6.4: uIPsendingdatawith 10msemulateddelay.

the Dummynetdelayemulator. The two curvesshow the measuredthrough-
put with the delayedacknowledgmentalgorithmdisabledandenabledat the
receiving FreeBSDhost,respectively. Theperformancedegradationcausedby
thedelayedacknowledgmentsis evident.

Figure6.5 shows the samesetup,but without the 10 ms emulateddelay.
The lower curve, showing the throughputwith delayedacknowledgmentsen-
abled,is verysimilar to theloweronein Figure6.4.Theuppercurve,however,
doesnot show the samelinear relationas the previous �gure, but shows an
increasingthroughputwherethe increasedeclineswith increasingsendwin-
dow size. Oneexplanationfor thedecliningincreaseof throughputis that the
round-triptime increaseswith thesendwindow sizebecauseof the increased
per-packet processingtime. Figure6.6 shows the round-trip time asa func-
tion of packet size.Thesemeasurementsweretakenusingtheping program
andthereforeincludethecostfor thepacketcopying operationtwice; oncefor
packet inputandoncefor packetoutput.

Thethroughputof lwIP showsslightly differentcharacteristics.Figure6.7
shows threemeasuredthroughputcurves, without emulateddelay, and with
emulateddelaysof 10 ms and20 ms. For all measurements,the delayedac-
knowledgmentalgorithmis enabledat theFreeBSDreceiver. We seethat for
smallsendwindow sizes,lwIP alsosuffersfrom thedelayedacknowledgment
throughputdegradation.With a sendwindow larger thantwo maximumTCP
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Figure6.5: uIPsendingdatawithoutemulateddelay.

segmentsizes(3000bytes),lwIP is able to sendout two TCP segmentsper
round-triptime andtherebyavoids the delayedacknowledgmentsthroughput
degradation.Without emulateddelay, thethroughputquickly reachesa maxi-
mumof about415kilobytespersecond.Thislimit is likely to betheprocessing
limit of the lwIP codein theembeddedsystemandthereforeis themaximum
possiblethroughputfor lwIP in thisparticularsystem.

Themaximumthroughputwith emulateddelaysis lowerthanwithoutdelay
emulation,and the similarity of the two curvessuggeststhat the throughput
degradationcouldbecausedby interactionwith theDummynetsoftware.

6.8.4 Codesize

Thecodewascompiledfor the32-bit Intel x86 andthe8-bit Atmel AVR plat-
formsusinggcc [28] versions2.95.3and3.3 respectively, with codesizeop-
timization turnedon. The resultingsizeof thecompiledcodecanbe seenin
Tables6.2 to 6.5. Eventhoughboth implementationssupportARP andSLIP
and lwIP includesUDP, only the protocolsdiscussedin this paperare pre-
sented.Becausetheprotocolimplementationsin uIP aretightly coupled,the
individualsizesof theimplementationsarenot reported.

Thereareseveralreasonsfor thedramaticdifferencein codesizebetween
lwIP anduIP. In orderto supportthemorecomplex andcon�gurableTCPim-
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Table6.2: Codesizefor uIP (x86)
Function Codesize(bytes)

Checksumming 464
IP, ICMP andTCP 4724

Total 5188

plementation,lwIP hassigni�cantly morecomplex buffer andmemoryman-
agementthanuIP. SincelwIP canhandlepacketsthatspanseveralbuffers,the
checksumcalculationfunctionsin lwIP aremorecomplex thanthosein uIP.
The supportfor dynamicallychangingnetwork interfacesin lwIP also con-
tributesto thesizeincreaseof theIP layerbecausetheIP layerhasto manage
multiple local IP addresses.The IP layer in lwIP is further madelarger by
thefactthatlwIP hassupportfor UDP, which requiresthat theIP layeris able
handlebroadcastandmulticastpackets. Likewise, the ICMP implementation
in lwIP hassupportfor UDPerrormessageswhichhavenotbeenimplemented
in uIP.

The TCP implementationis lwIP is nearly twice as large as the full IP,
ICMP andTCP implementationin uIP. The main reasonfor this is that lwIP
implementsthesliding window mechanismwhich requiresa largeamountof



62 Paper A

0

50000

100000

150000

200000

250000

300000

350000

400000

450000

500000

2000 4000 6000 8000 10000

T
hr

ou
gh

pu
t (

by
te

s/
se

co
nd

)

Send window (bytes)

Throughput without emulated delay
Throughput with 10 ms emulated delay
Throughput with 20 ms emulated delay

Figure6.7: lwIP sendingdatawith andwithoutemulateddelays.

Table6.3: Codesizefor uIP (AVR)
Function Codesize(bytes)

Checksumming 712
IP, ICMP andTCP 4452

Total 5164

buffer andqueuemanagementfunctionalitythatis not requiredin uIP.

Thedifferentmemoryandbuffer managementschemesusedby lwIP and
uIPhave implicationsoncodesize,mainly in 8-bit systems.BecauseuIPuses
a globalbuffer for all incomingpackets,theabsolutememoryaddressesof the
protocolheader�elds areknown at compiletime. Usingthis information,the
compileris ableto generatecodethatusesabsoluteaddressing,whichonmany
8-bit processorsrequireslesscodethanindirectaddressing.

Is it interestingto notethat thesizeof thecompiledlwIP codeis largeron
theAVR thanon thex86, while theuIP codeis of aboutthesamesizeon the
two platforms.Themainreasonfor this is thatlwIP uses32-bit arithmeticto a
muchlargerdegreethanuIPandeach32-bit operationis compiledinto a large
numberof machinecodeinstructions.
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Table6.4: Codesizefor lwIP (x86)
Function Codesize(bytes)

Memorymanagement 2512
Checksumming 504
Network interfaces 364
IP 1624
ICMP 392
TCP 9192

Total 14588

Table6.5: Codesizefor lwIP (AVR)
Function Codesize(bytes)

Memorymanagement 3142
Checksumming 1116
Network interfaces 458
IP 2216
ICMP 594
TCP 14230

Total 21756

6.9 Futur e work

Prioritized connections.It is advantageousto beableto prioritize certaincon-
nectionssuchas Telnet connectionsfor manualcon�guration of the device.
Even in a systemthat is underheavy load from numerousclients, it should
be possibleto remotelycontrol andcon�gure the device. In orderto do pro-
vide this,differentconnectiontypescouldbegivendifferentpriority. For ef�-
ciency, suchdifferentiationshouldbedoneasfardown in thesystemaspossi-
ble,preferablyin thedevicedriver.

Securityaspects.Whenconnectingsystemsto a network, or even to the
globalInternet,thesecurityof thesystemis very important.Identifying levels
of securityandmechanismsfor implementingsecurityfor embeddeddevices
is crucialfor connectingsystemsto theglobalInternet.

Addressauto-con�guration. If hundredsor even thousandsof small em-
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beddeddevicesshouldbe deployed,auto-con�gurationof IP addressesis ad-
vantageous.Suchmechanismsalreadyexist in IPv6, the next versionof the
InternetProtocol,andarecurrentlybeingstandardizedfor IPv4.

Improving throughput.Thethroughputdegradationproblemcausedby the
poor interactionwith thedelayedacknowledgmentalgorithmshouldbe�x ed.
By increasingthemaximumnumberof in-�ight segmentsfrom oneto two, the
problemwill not appear. Whenincreasingthe amountof in-�ight segments,
congestioncontrolmechanismswill have to beemployed. Thosemechanisms
aretrivial, however, whentheupperlimit is two simultaneoussegments.

Performanceenhancingproxy. It might be possibleto increasethe per-
formanceof communicationwith theembeddeddevicesthroughthe useof a
proxy situatednearthedevices.Sucha proxy would have morememorythan
thedevicesandcouldassumeresponsibilityfor bufferingdata.

6.10 Summary and conclusions

We have shown that it is possibleto �t a full scaleTCP/IP implementation
well within the limits of an 8-bit microcontroller, but that the throughputof
sucha small implementationwill suffer. We have not removed any TCP/IP
mechanismsin our implementations,but have full supportfor reassemblyof
IP fragmentsandurgentTCP data. Instead,we have minimizedthe interface
betweentheTCP/IPstackandtheapplication.

The maximum achievable throughputfor our implementationsis deter-
minedby thesendwindow sizethat theTCP/IPstackhasbeencon�gured to
use.Whensendingdatawith uIP, thedelayedACK mechanismat thereceiver
lowersthemaximumachievablethroughputconsiderably. In many situations
however, a limited systemrunninguIP will not producesomuchdatathatthis
will causeproblems. lwIP is not affectedby the delayedACK throughput
degradationwhenusinga largeenoughsendwindow.
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Abstract

Wirelesssensornetworks arecomposedof large numbersof tiny networked
devices that communicateuntethered.For large scalenetworks it is impor-
tant to be able to dynamicallydownloadcodeinto the network. In this pa-
per we presentContiki, a lightweight operatingsystemwith supportfor dy-
namicloadingandreplacementof individual programsandservices.Contiki
is built aroundanevent-drivenkernelbut providesoptionalpreemptivemulti-
threadingthat canbe appliedto individual processes.We show thatdynamic
loadingandunloadingis feasiblein a resourceconstrainedenvironment,while
keepingthebasesystemlightweightandcompact.
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7.1 Intr oduction

Wirelesssensornetworksarecomposedof largenumbersof tiny sensordevices
with wirelesscommunicationcapabilities.The sensordevicesautonomously
form networks throughwhich sensordatais transported.The sensordevices
are often severely resourceconstrained.An on-boardbatteryor solar panel
canonly supplylimited amountsof power. Moreover, thesmallphysicalsize
and low per-device cost limit the complexity of the system. Typical sensor
devices [1, 2, 5] areequippedwith 8-bit microcontrollers,codememoryon
the orderof 100 kilobytes,andlessthan20 kilobytesof RAM. Moore's law
predictsthatthesedevicescanbemadesigni�cantly smallerandlessexpensive
in thefuture.While thismeansthatsensornetworkscanbedeployedto greater
extents,it doesnotnecessarilyimply thattheresourceswill belessconstrained.

For thedesignerof anoperatingsystemfor sensornodes,thechallengelies
in �nding lightweightmechanismsandabstractionsthatprovidea rich enough
executionenvironmentwhile stayingwithin the limitationsof theconstrained
devices. We have developedContiki, anoperatingsystemdevelopedfor such
constrainedenvironments.Contiki providesdynamicloadingandunloadingof
individual programsandservices.The kernelis event-driven,but the system
supportspreemptivemulti-threadingthatcanbeappliedonaper-processbasis.
Preemptivemulti-threadingis implementedasa library thatis linkedonly with
programsthatexplicitly requiremulti-threading.

Contiki is implementedin theC languageandhasbeenportedto anumber
of microcontrollerarchitectures,includingtheTexasInstrumentsMSP430and
theAtmel AVR. Wearecurrentlyrunningit ontheESBplatform[5]. TheESB
usesthe MSP430microcontrollerwith 2 kilobytesof RAM and60 kilobytes
of ROM runningat 1 MHz. Themicrocontrollerhastheability to selectively
reprogrampartsof theon-chip�ash memory.

The contributionsof this paperaretwofold. Our �rst contribution is that
weshow thefeasibilityof loadableprogramsandservicesevenin aconstrained
sensordevice. Thepossibility to dynamicallyload individual programsleads
to a very �e xible architecture,whichstill is compactenoughfor resourcecon-
strainedsensornodes.Oursecondcontributionis moregeneralin thatweshow
thatpreemptivemulti-threadingdoesnothaveto beimplementedat thelowest
level of thekernelbut that it canbebuilt asanapplicationlibrary on top of an
event-drivenkernel. This allows for thread-basedprogramsrunningon top of
anevent-basedkernel,without theoverheadof reentrancy or multiplestacksin
all partsof thesystem.
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7.1.1 Downloading codeat run-time

Wirelesssensornetworks areenvisionedto be large scale,with hundredsor
even thousandsof nodesper network. When developing software for such
a large sensornetwork, being able to dynamicallydownload programcode
into the network is of greatimportance. Furthermore,bugsmay have to be
patchedin anoperationalnetwork [9]. In general,it is notfeasibleto physically
collectandreprogramall sensordevicesandin-situ mechanismsarerequired.
A numberof methodsfor distributing codein wirelesssensornetworks have
beendeveloped[21, 8, 17]. For suchmethodsit is importantto reducethe
numberof bytessentoverthenetwork,ascommunicationrequiresalargeparts
of theavailablenodeenergy.

Most operatingsystemsfor embeddedsystemsrequirethata completebi-
naryimageof theentiresystemis built anddownloadedinto eachdevice. The
binary includestheoperatingsystem,systemlibraries,andtheactualapplica-
tionsrunningon top of thesystem.In contrast,Contiki hastheability to load
andunloadindividual applicationsor servicesat run-time. In mostcases,an
individualapplicationis muchsmallerthantheentiresystembinaryandthere-
fore requireslessenergy whentransmittedthrougha network. Additionally,
the transfertime of an applicationbinary is lessthanthatof anentiresystem
image.

7.1.2 Portability

As the numberof differentsensordevice platformsincreases(e.g. [1, 2, 5]),
it is desirableto have a commonsoftwareinfrastructurethatis portableacross
hardwareplatforms.Thecurrentlyavailablesensorplatformscarrycompletely
differentsetsof sensorsandcommunicationdevices. Due to the application
speci�c natureof sensornetworks, we do not expectthat this will changein
the future. Thesingleunifying characteristicof today's platformsis theCPU
architecturewhich usesa memorymodel without segmentationor memory
protectionmechanisms.Programcodeis storedin reprogrammableROM and
datain RAM. We have designedContiki sothat theonly abstractionprovided
by the basesystemis CPU multiplexing andsupportfor loadableprograms
andservices. As a consequenceof the applicationspeci�c natureof sensor
networks,webelievethatotherabstractionsarebetterimplementedaslibraries
or servicesandprovidemechanismsfor dynamicservicemanagement.
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7.1.3 Event-driven systems

In severelymemoryconstrainedenvironments,a multi-threadedmodelof op-
erationoftenconsumeslargepartsof thememoryresources.Eachthreadmust
have its own stackandbecauseit in generalis hardto know in advancehow
muchstackspaceathreadneeds,thestacktypically hasto beoverprovisioned.
Furthermore,thememoryfor eachstackmustbeallocatedwhenthethreadis
created.The memorycontainedin a stackcannot be sharedbetweenmany
concurrentthreads,but canonly be usedby the threadto which is wasallo-
cated.Moreover, a threadedconcurrency modelrequireslocking mechanisms
to preventconcurrentthreadsfrom modifyingsharedresources.

To provide concurrency without theneedfor per-threadstacksor locking
mechanisms,event-drivensystemshave beenproposed[15]. In event-driven
systems,processesareimplementedaseventhandlersthat run to completion.
Becauseaneventhandlercannotblock, all processescanusethesamestack,
effectively sharingthescarcememoryresourcesbetweenall processes.Also,
lockingmechanismsaregenerallynotneededbecausetwo eventhandlersnever
runconcurrentlywith respectto eachother.

While event-drivensystemdesignshavebeenfoundto work well for many
kindsof sensornetwork applications[18] they arenot without problems.The
statedrivenprogrammingmodelcanbehardto managefor programmers[17].
Also, not all programsare easily expressedas statemachines. One exam-
ple is the lengthycomputationrequiredfor cryptographicoperations.Typi-
cally, suchoperationstake several secondsto completeon CPU constrained
platforms[22]. In a purelyevent-drivenoperatingsystema lengthycomputa-
tion completelymonopolizesthe CPU,makingthesystemunableto respond
to externalevents. If the operatingsysteminsteadwasbasedon preemptive
multi-threadingthiswouldnotbeaproblemasa lengthycomputationcouldbe
preempted.

To combinethebene�tsof bothevent-drivensystemsandpreemptiblethreads,
Contiki usesa hybrid model: the systemis basedon an event-driven kernel
wherepreemptivemulti-threadingis implementedasanapplicationlibrary that
is optionallylinkedwith programsthatexplicitly requireit.

Therestof this paperis structuredasfollows. Section7.2 reviews related
work andSection7.3presentsanoverview of theContiki system.We describe
the designof the Contiki kernel in Section7.4. The Contiki serviceconcept
is presentedin Section7.5. In thefollowing section,we describehow Contiki
handleslibrariesandcommunicationsupportis discussedin Section7.7. We
presentthe implementationof preemptive multi-threadingin Section7.8 and
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our experienceswith usingthesystemis discussedin Section7.9. Finally, the
paperis concludedin Section7.10.

7.2 Relatedwork

TinyOS[15] is probablytheearliestoperatingsystemthatdirectly targetsthe
speci�c applicationsand limitations of sensordevices. TinyOS is also built
aroundalightweighteventschedulerwhereall programexecutionis performed
in tasksthat run to completion. TinyOS usesa specialdescriptionlanguage
for composingasystemof smallercomponents[12] whicharestaticallylinked
with thekernelto acompleteimageof thesystem.After linking, modifyingthe
systemis not possible[17]. In contrast,Contiki providesa dynamicstructure
whichallowsprogramsanddriversto bereplacedduringrun-timeandwithout
relinking.

In orderto provide run-timereprogrammingfor TinyOS,Levis andCuller
have developedMaté [17], a virtual machinefor TinyOS devices. Codefor
thevirtual machinecanbe downloadedinto the systemat run-time. The vir-
tual machineis speci�cally designedfor the needsof typical sensornetwork
applications.Similarly, theMagnetOS[7] systemusesa virtual Java machine
to distributeapplicationsacrossthesensornetwork. Theadvantagesof usinga
virtual machineinsteadof nativemachinecodeis thatthevirtual machinecode
canbemadesmaller, thusreducingtheenergy consumptionof transportingthe
codeover the network. Oneof the drawbacksis the increasedenergy spent
in interpretingthecode—forlong runningprogramstheenergy saved during
the transportof the binary codeis insteadspentin the overheadof executing
thecode. Contiki programsusenative codeandcanthereforebe usedfor all
typesof programs,includinglow level devicedriverswithout lossof execution
ef�ciency.

SensorWare[8] providesan abstractscriptinglanguagefor programming
sensors,but their targetplatformsarenotasresourceconstrainedasours.Sim-
ilarly, the EmStarenvironment[13] is designedfor lessresourceconstrained
systems.ReijersandLangendoen[21] useapatchlanguageto modify partsof
thebinaryimageof a runningsystem.This workswell for networkswhereall
nodesrun theexactsamebinarycodebut soongetscomplicatedif sensorsrun
slightly differentprogramsor differentversionsof thesamesoftware.

TheMantissystem[3] usesa traditionalpreemptivemulti-threadedmodel
of operation.Mantisenablesreprogrammingof boththeentireoperatingsys-
temandpartsof theprogrammemoryby downloadinga programimageonto
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EEPROM, from whereit can be burnedinto �ash ROM. Due to the multi-
threadedsemantics,every Mantis programmust have stackspaceallocated
from thesystemheap,andlocking mechanismsmustbe usedto achieve mu-
tual exclusion of sharedvariables. In contrast,Contiki usesan event based
schedulerwithout preemption,thusavoiding allocationof multiple stacksand
locking mechanisms.Preemptivemulti-threadingis providedby a library that
canbelinkedwith programsthatexplicitly requireit.

The preemptive multi-threadingin Contiki is similar to �bers [4] andthe
lightweight�bers approachbyWelshandMainland[23]. Unlikethelightweight
�bers, Contiki doesnot limit thenumberof concurrentthreadsto two. Further-
more,unlike �bers, threadsin Contiki supportpreemption.

As Exokernel[11] andNemesis[16], Contiki tries to reducethe number
of abstractionsthat the kernelprovidesto a minimum [10]. Abstractionsare
insteadprovidedby librariesthathavenearlyfull accessto theunderlyinghard-
ware.While Exokernelstrivedfor performanceandNemesisaimedat quality
of service,thepurposeof theContiki designis to reducesizeandcomplexity,
aswell asto preserve�e xibility . UnlikeExokernel,Contiki donotsupportany
protectionmechanismssincethe hardwarefor which Contiki is designeddo
not supportmemoryprotection.

7.3 Systemoverview

A runningContiki systemconsistsof thekernel,libraries,theprogramloader,
anda setof processes.A processmay be eitheran applicationprogramor a
service. A serviceimplementsfunctionality usedby morethanoneapplica-
tion process.All processes,both applicationprogramsandservices,canbe
dynamicallyreplacedat run-time. Communicationbetweenprocessesalways
goesthroughthekernel. The kerneldoesnot provide a hardwareabstraction
layer, but lets device driversandapplicationscommunicatedirectly with the
hardware.

A processis de�ned by aneventhandlerfunctionandanoptionalpoll han-
dler function.Theprocessstateis heldin theprocess'privatememoryandthe
kernelonly keepsa pointerto theprocessstate.On theESBplatform[5], the
processstateconsistsof 23 bytes.All processessharethesameaddressspace
anddonot run in differentprotectiondomains.Interprocesscommunicationis
doneby postingevents.

A Contiki systemis partitionedinto two parts: the core and the loaded
programsasshown in Figure7.1. The partitioning is madeat compile time
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Figure7.1: Partitioninginto coreandloadedprograms.

andis speci�c to thedeploymentin which Contiki is used.Typically, thecore
consistsof the Contiki kernel, the programloader, the mostcommonlyused
partsof thelanguagerun-timeandsupportlibraries,andacommunicationstack
with devicedriversfor thecommunicationhardware.Thecoreis compiledinto
asinglebinaryimagethatis storedin thedevicesprior to deployment.Thecore
is generallynotmodi�ed afterdeployment,eventhoughit shouldbenotedthat
it is possibleto useaspecialbootloaderto overwriteor patchthecore.

Programsareloadedinto thesystemby theprogramloader. Theprogram
loadermay obtain the programbinarieseither by using the communication
stackor by usingdirectly attachedstoragesuchasEEPROM. Typically, pro-
gramsto beloadedinto thesystemare�rst storedin EEPROM beforethey are
programmedinto thecodememory.

7.4 Kernel architecture

The Contiki kernel consistsof a lightweight event schedulerthat dispatches
eventsto runningprocessesandperiodicallycallsprocesses'polling handlers.
All programexecutionis triggeredeitherby eventsdispatchedby thekernelor
throughthepolling mechanism.Thekerneldoesnotpreemptaneventhandler
onceit hasbeenscheduled.Therefore,eventhandlersmustrun to completion.
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Asshown in Section7.8,however, eventhandlersmayuseinternalmechanisms
to achievepreemption.

The kernel supportstwo kind of events: asynchronousand synchronous
events. Asynchronouseventsare a form of deferredprocedurecall: asyn-
chronouseventsareenqueuedby the kernelandaredispatchedto the target
processsometime later. Synchronouseventsaresimilar to asynchronousbut
immediatelycausesthe targetprocessto bescheduled.Control returnsto the
postingprocessonly afterthetargethas�nished processingtheevent.Thiscan
beseenasaninter-processprocedurecall andis similar to thedoorabstraction
usedin theSpringoperatingsystem[14].

In additionto theevents,thekernelprovidesa polling mechanism.Polling
canbe seenashigh priority eventsthat arescheduledin-betweeneachasyn-
chronousevent. Polling is usedby processesthat operatenearthe hardware
to checkfor statusupdatesof hardwaredevices. Whena poll is scheduledall
processesthatimplementa poll handlerarecalled,in orderof their priority.

The Contiki kernel usesa single sharedstackfor all processexecution.
Theuseof asynchronouseventsreducestackspacerequirementsasthestack
is rewoundbetweeneachinvocationof eventhandlers.

7.4.1 Two level schedulinghierarchy

All eventschedulingin Contiki is doneat asinglelevel andeventscannotpre-
empteachother. Eventscanonly bepreemptedby interrupts.Normally, inter-
ruptsareimplementedusinghardwareinterruptsbut mayalsobeimplemented
usingan underlyingreal-timeexecutive. The latter techniquehaspreviously
beenusedto providereal-timeguaranteesfor theLinux kernel[6].

In order to be able to supportan underlyingreal-timeexecutive, Contiki
never disablesinterrupts.Becauseof this, Contiki doesnot allow eventsto be
postedby interrupthandlersasthatwould leadto race-conditionsin theevent
handler. Instead,thekernelprovidesa polling �ag thatit usedto requestapoll
event. The �ag providesinterrupthandlerswith a way to requestimmediate
polling.

7.4.2 Loadableprograms

Loadableprogramsareimplementedusingarun-timerelocationfunctionanda
binaryformatthatcontainsrelocationinformation.Whena programis loaded
into thesystem,theloader�rst triesto allocatesuf�cient memoryspacebased
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on informationprovided by the binary. If memoryallocationfails, program
loadingis aborted.

After the programis loadedinto memory, the loadercalls the program's
initialization function. The initialization functionmay startor replaceoneor
moreprocesses.

7.4.3 Power savemode

In sensornetworks, beingableto power down the nodewhenthe network is
inactiveis anoftenrequiredwayto reduceenergy consumption.Powerconser-
vationmechanismsdependon boththeapplications[18] andthenetwork pro-
tocols[20]. The Contiki kernelcontainsno explicit power save abstractions,
but lets thetheapplicationspeci�c partsof thesystemimplementsuchmech-
anisms.To help the applicationdecidewhento power down the system,the
eventschedulerexposesthesizeof theeventqueue.This informationcanbe
usedto power down theprocessorwhenthereareno eventsscheduled.When
theprocessorwakesup in responseto aninterrupt,thepoll handlersarerun to
handletheexternalevent.

7.5 Services

Service processVersion number

Function 1 ptr

Function 2 ptr

Function 3 ptr

Service
interface
stub

Function 2 implementation

Function 1 implementation

Service layer

Kernel

Function 3 implementation

Function 1();

Function 2();

Function 3();

Service interface

Application process

Figure7.2: An applicationfunctioncallingaservice.

In Contiki, a serviceis a processthat implementsfunctionality that can



7.5 Services 79

be usedby otherprocesses.A servicecanbe seenasa form of a sharedli-
brary. Servicescanbe dynamicallyreplacedat run-timeandmust therefore
bedynamicallylinked. Typical examplesof servicesincludescommunication
protocolstacks,sensordevice drivers,andhigher level functionality suchas
sensordatahandlingalgorithms.

Servicesaremanagedby aservicelayerconceptuallysituateddirectlynext
to thekernel.Theservicelayerkeepstrackof runningservicesandprovidesa
wayto �nd installedservices.A serviceis identi�ed by atextualstringthatde-
scribestheservice.Theservicelayerusesordinarystringmatchingto querying
installedservices.

A serviceconsistsof a serviceinterfaceanda processthatimplementsthe
interface. The serviceinterfaceconsistsof a versionnumberanda function
tablewith pointersto thefunctionsthatimplementtheinterface.

Applicationprogramsusingtheserviceusea stublibrary to communicate
with the service. The stublibrary is linked with the applicationandusesthe
servicelayer to �nd theserviceprocess.Oncea servicehasbeenlocated,the
servicestubcachestheprocessID of theserviceprocessandusesthis ID for
all futurerequests.

Programscall servicesthroughtheserviceinterfacestubandneednot be
awareof thefactthataparticularfunctionis implementedasaservice.The�rst
timetheserviceiscalled,theserviceinterfacestubperformsaservicelookupin
theservicelayer. If thespeci�edserviceexistsin thesystem,thelookupreturns
a pointerto theserviceinterface.Theversionnumberin theserviceinterface
is checked with the versionof the interfacestub. In addition to the version
number, the serviceinterfacecontainspointersto the implementationof all
servicefunctions. The function implementationsarecontainedin theservice
process.If the versionnumberof the servicestubmatchthe numberin the
serviceinterface,the interfacestubcalls the implementationof the requested
function.

7.5.1 Service replacement

Like all processes,servicesmaybedynamicallyloadedandreplacedin a run-
ning Contiki system.BecausetheprocessID of theserviceprocessis usedas
a serviceidenti�er, it is crucial that the processID is retainedif the service
processis replaced.For this reason,thekernelprovidesspecialmechanismfor
replacingaprocessandretainingtheprocessID.

Whenaserviceis to bereplaced,thekernelinformstherunningversionof
theserviceby postingaspecialeventto theserviceprocess.In responseto this
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event,theservicemustremoveitself from thesystem.

Many serviceshave aninternalstatethatmayneedto be transferedto the
new process. The kernel provides a way to passa pointer to the new ser-
vice process,andtheservicecanproducea statedescriptionthat is passedto
thenew process.The memoryfor holding thestatemustbe allocatedfrom a
sharedsource,sincetheprocessmemoryis deallocatedwhentheold process
is removed.

Theservicestatedescriptionis taggedwith theversionnumberof theser-
vice, so that an incompatibleversionof the sameservicewill not try to load
theservicedescription.

7.6 Libraries

TheContiki kernelonly providesthemostbasicCPUmultiplexing andevent
handlingfeatures.The restof the systemis implementedassystemlibraries
thatareoptionallylinkedwith programs.Programscanbelinkedwith libraries
in threedifferentways. First, programscanbestaticallylinkedwith libraries
that arepart of the core. Second,programscanbe statically linked with li-
brariesthatarepartof theloadableprogram.Third, programscancall services
implementingaspeci�c library. Librariesthatareimplementedasservicescan
bedynamicallyreplacedat run-time.

Typically, run-timelibrariessuchasoften-usedpartsof the languagerun-
time librariesarebestplacedin the Contiki core. Rarelyusedor application
speci�c libraries,however, aremoreappropriatelylinked with loadablepro-
grams.Librariesthatarepartof thecorearealwayspresentin thesystemand
donothaveto beincludedin loadableprogrambinaries.

As anexample,consideraprogramthatusesthememcpy() andatoi()
functionsto copy memoryandto convert stringsto integers,respectively. The
memcpy() functionis a frequentlyusedC library function,whereasatoi()
is usedlessoften. Therefore,in this particularexample,memcpy() hasbeen
includedin thesystemcorebut not atoi() . Whentheprogramis linked to
producea binary, thememcpy() functionwill be linkedagainstits staticad-
dressin thecore.Theobjectcodefor thepartof theC library thatimplements
theatoi() functionmust,however, beincludedin theprogrambinary.
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7.7 Communication support

Communicationis afundamentalconceptin sensornetworks.In Contiki, com-
municationis implementedasa servicein order to enablerun-timereplace-
ment. Implementingcommunicationasa servicealso provides for multiple
communicationstacksto be loadedsimultaneously. In experimentalresearch,
this canbe usedto evaluateandcomparedifferentcommunicationprotocols.
Furthermore,thecommunicationstackmay be split into differentservicesas
shown in Figure7.3. This enablesrun-timereplacementof individual partsof
thecommunicationstack.

Device driver 2

Routing protocol 2Routing protocol 1

stack
Communication

Application

Hardware

Device driver 1

Figure7.3: Looselycoupledcommunicationstack.

Communicationservicesusetheservicemechanismto call eachotherand
synchronouseventsto communicatewith applicationprograms.Becausesyn-
chronouseventhandlersarerequiredto berun to completion,it is possibleto
usea singlebuffer for all communicationprocessing.With this approach,no
datacopying hasto be performed.A device driver readsan incomingpacket
into thecommunicationbuffer andthencalls the upperlayer communication
serviceusingtheservicemechanisms.Thecommunicationstackprocessesthe
headersof thepacketandpostsasynchronouseventto theapplicationprogram
for which thepacketwasdestined.Theapplicationprogramactson thepacket
contentsandoptionallyputsareply in thebuffer beforeit returnscontrolto the
communicationstack. The communicationstackprependsits headersto the
outgoingpacket andreturnscontrol to thedevice driver sothatthepacket can
betransmitted.



82 Paper B

7.8 Preemptivemulti-thr eading

In Contiki, preemptive multi-threadingis implementedasa library on top of
theevent-basedkernel. The library is optionally linkedwith applicationsthat
explicitly requirea multi-threadedmodelof operation.The library is divided
into two parts:a platformindependentpart that interfacesto theeventkernel,
anda platformspeci�c part implementingthestackswitchingandpreemption
primitives. Usually, the preemptionis implementedusing a timer interrupt
thatsavestheprocessorregistersonto thestackandswitchesbackto theker-
nel stack. In practicevery little codeneedsto be rewritten whenporting the
platformspeci�c partof thelibrary. For reference,theimplementationfor the
MSP430consistsof 25 linesof C code.

UnlikenormalContiki processeseachthreadrequiresaseparatestack.The
library providesthe necessarystackmanagementfunctions. Threadsexecute
on their own stackuntil they eitherexplicitly yield or arepreempted.

mt yield();
Yield from therunningthread.

mt post(id, event, dataptr);

Post an event from the run-
ning thread.

mt wait(event, dataptr);
Wait for anevent to bepostedto
therunningthread.

mt exit();
Exit therunningthread.

mt start(thread, functionptr, dataptr);

Start a thread with a speci-
�ed functioncall.

mt exec(thread);
Executethespeci�edthreaduntil
it yieldsor is preempted.

Figure7.4: Themulti-threadinglibrary API.
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The API of the multi-threadinglibrary is shown in Figure 7.4. It con-
sistsof four functionsthatcanbecalledfrom arunningthread(mt yield() ,
mt post() , mt wait() , andmt exit() ) andtwo functionsthatarecalled
to setupandrun a thread(mt start() andmt exec() ). Themt exec()
functionperformstheactualschedulingof a threadandis calledfrom anevent
handler.

7.9 Discussion

We have usedthe Contiki operatingsystemto implementa numberof sen-
sornetwork applicationssuchasmulti-hoprouting,motiondetectionwith dis-
tributedsensordataloggingandreplication,andpresencedetectionandnoti�-
cation.

7.9.1 Over-the-air programming

We have implementeda simpleprotocolfor over-the-airprogrammingof en-
tire networks of sensors.The protocol transmitsa singleprogrambinary to
selectedconcentratornodesusingpoint-to-pointcommunication.The binary
is storedin EEPROM and when the entire programhasbeenreceived, it is
broadcastedto neighboringnodes.Packet lossis signaledby neighborsusing
negative acknowledgments.Repairsaremadeby the concentratornode. We
intendto implementbetterprotocols,suchastheTrickle algorithm[19], in the
future.

During the developmentof onenetwork application,a 40-nodedynamic
distributedalarmsystem,we usedbothover-the-airreprogrammingandman-
ual wired reprogrammingof the sensornodes. At �rst, the programloading
mechanismwasnot fully functionalandwe couldnot useit duringour devel-
opment.Theobjectcodesizeof ourapplicationwasapproximately6 kilobytes.
Togetherwith the Contiki coreandtheC library, the completesystemimage
wasnearly30kilobytes.Reprogrammingof anindividualsensornodetookjust
over 30 seconds.With 40 nodes,reprogrammingtheentirenetwork required
at least30minutesof work andwasthereforenot feasibleto do often. In con-
trast,over-the-airreprogrammingof asinglecomponentof theapplicationwas
donein abouttwo minutes—areductionin anorderof magnitude—andcould
bedonewith thesensornodesplacedin theactualtestenvironment.
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7.9.2 Codesize

An operatingsystemfor constraineddevicesmustbecompactin termsof both
codesizeandRAM usagein orderto leave roomfor applicationsrunningon
top of thesystem.Table7.1 shows thecompiledcodesizeandtheRAM us-
ageof the Contiki systemcompiledfor two architectures:the Texas Instru-
mentsMSP430andtheAtmel AVR. Thenumbersreportthesizeof bothcore
componentsandanexampleapplication:a sensordatareplicatorservice.The
replicatorserviceconsistsof theserviceinterfacestubfor theserviceaswell as
theimplementationof theserviceitself. Theprogramloaderis currentlyonly
implementedon theMSP430platform.

Thecodesizeof Contiki is largerthanthatof TinyOS[15], but smallerthan
thatof theMantissystem[3]. Contiki'seventkernelis signi�cantly largerthan
thatof TinyOSbecauseof thedifferentservicesprovided. While theTinyOS
event kernelonly providesa FIFO event queuescheduler, the Contiki kernel
supportsboth FIFO eventsand poll handlerswith priorities. Furthermore,
the �e xibility in Contiki requiresmore run-timecodethan for a systemlike
TinyOS,wherecompiletimeoptimizationcanbedoneto a largerextent.

Module Codesize Codesize RAM
(AVR) (MSP430) usage

10+
Kernel 1044 810 + 4e + 2p
Servicelayer 128 110 0
Programloader - 658 8
Multi-threading 678 582 8 + s
Timer library 90 60 0
Replicatorstub 182 98 4
Replicator 1752 1558 200

230+ 4e +
Total 3874 3876 + 2p + s

Table7.1: Sizeof thecompiledcode,in bytes.

TheRAM requirementdependson themaximumnumberof processesthat
the systemis con�gured to have (p), the maximumsizeof the asynchronous
event queue(e) and, in the caseof multi-threadedoperation,the sizeof the
threadstacks(s).
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7.9.3 Preemption
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Figure7.5: A slight increasein responsetime duringa preemptiblecomputa-
tion.

Thepurposeof preemptionis to facilitatelongrunningcomputationswhile
beingableto reacton incomingeventssuchassensorinput or incomingcom-
municationpackets.Figure7.5showshow Contiki respondsto incomingpack-
etsduringan8 secondcomputationrunningin apreemptiblethread.Thecurve
is themeasuredround-triptime of 200 “ping” packetsof 40 byteseach.The
computationstartsafter approximately5 secondsand runs until 13 seconds
have passed.During the computation,the round-trip time increasesslightly
but thesystemis still ableto producerepliesto theping packets.

The packetsaresentover a 57600kbit/s serialline with a spacingof 200
msfrom a1.4GHzPCto anESBnoderunningContiki. Thepacketsaretrans-
mittedoveraserialline ratherthanoverthewirelesslink in orderto avoid radio
effectssuchasbit errorsandMAC collisions.Thecomputationconsistsof an
arbitrarily chosensequenceof multiplicationsandadditionsthatarerepeated
for about8 seconds.Thecausefor the increasein round-triptime during the
computationis thecostof preemptingthecomputationandrestoringthekernel
context beforetheincomingpacketcanbehandled.Thejitter andthespikesof
about0.3millisecondsseenin thecurvecanbecontributedto activity in other
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poll handlers,mostlytheradiopacketdriver.

7.9.4 Portability

We have portedContiki to a numberof architectures,including theTexasIn-
strumentsMSP430andtheAtmel AVR. Othershave portedthesystemto the
Hitachi SH3 andthe Zilog Z80. The porting processconsistsof writing the
boot up code,device drivers, the architecturespeci�c partsof the program
loader, andthestackswitchingcodeof themulti-threadinglibrary. Thekernel
andtheservicelayerdoesnot requireany changes.

Sincethekernelandservicelayerdoesnot requireany changes,anopera-
tional port canbetestedafter the�rst I/O device driver hasbeenwritten. The
Atmel AVR portwasmadeby ourselvesin acoupleof hours,with helpof pub-
licly availabledevicedrivers.TheZilog Z80portwasmadeby a third party, in
a singleday.

7.10 Conclusions

We have presentedthe Contiki operatingsystem,designedfor memorycon-
strainedsystems.In orderto reducethe sizeof the system,Contiki is based
on an event-driven kernel. The state-machinedriven programmingof event-
drivensystemscanbehardto useandhasproblemswith handlinglongrunning
computations.Contiki providespreemptive multi-threadingasanapplication
library that runson top of the event-driven kernel. The library is optionally
linkedwith applicationsthatexplicitly requirea multi-threadedmodelof com-
putation.

A runningContiki systemis dividedinto two parts:a coreandloadedpro-
grams.Thecoreconsistsof thekernel,a setof baseservices,andpartsof the
languagerun-timeandsupportlibraries. Theloadedprogramscanbeloading
andunloadingindividually, at run-time. Sharedfunctionality is implemented
asservices, a form of sharedlibraries. Servicescanbe updatedor replaced
individually, which leadsto avery �e xible structure.

We have shown thatdynamicloadingandunloadingof programsandser-
vicesis feasiblein a resourceconstrainedsystem,while keepingthebasesys-
temlightweightandcompact.Eventhoughourkernelis event-based,preemp-
tive multi-threadingcanbe providedat theapplicationlayeron a per-process
basis.
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Becauseof its dynamicnature,Contiki canbeusedto multiplex thehard-
wareof a sensornetwork acrossmultiple applicationsor evenmultiple users.
Thisdoes,however, requirewaysto controlaccessto thereprogrammingfacil-
ities. Weplanto continueourwork in thedirectionof operatingsystemsupport
for securecodeupdates.
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[17] P. Levis andD. Culler. Maté: A tiny virtual machinefor sensornetworks.
In Proc.ASPLOS-X, October2002.

[18] P. Levis, S. Madden, D. Gay, J. Polastre, R. Szewczyk, A. Woo,
E. Brewer, andD. Culler. The Emergenceof Networking Abstractions
andTechniquesin TinyOS. In Proc.NSDI, 2004.

[19] P. Levis, N. Patel,D. Culler, andS. Shenker. Trickle: A self-regulating
algorithmfor codepropagationandmaintenancein wirelesssensornet-
works. In Proc.NSDI, 2004.

[20] V. Raghunathan,C. Schurgers, S. Park, and M. Srivastava. Energy
awarewirelessmicrosensornetworks. IEEE SignalProcessingMaga-
zine, 19(2):40–50,2002.



[21] N. Reijersand K. Langendoen.Ef�cient codedistribution in wireless
sensornetworks. In Proc.WSNA'03, 2003.

[22] F. Stajano.Securityfor UbiquitousComputing. Wiley, 2002.

[23] M. WelshandG. Mainland. ProgrammingSensorNetworks UsingAb-
stractRegions. In Proc.NSDI, 2004.



Chapter 8

Paper C:
ConnectingWir eless
Sensornetswith TCP/IP
Networks

AdamDunkels,ThiemoVoigt,JuanAlonso,HartmutRitter, andJochenSchiller.
ConnectingWirelessSensornetswith TCP/IPNetworks. In Proceedingsof the
SecondInternationalConferenceon Wired/WirelessInternetCommunications
(WWIC2004), Frankfurt(Oder),Germany, February2004.

c
 2004SpringerVerlag.Reprintedwith premission.

91



Abstract

Wirelesssensornetworksarebasedon thecollaborativeefforts of many small
wirelesssensornodes,which collectively areable to form networks through
whichsensorinformationcanbegathered.Suchnetworksusuallycannotoper-
atein completeisolation,but mustbeconnectedto anexternalnetwork through
whichmonitoringandcontrollingentitiescanreachthesensornet.As TCP/IP,
theInternetprotocolsuite,hasbecomethede-factostandardfor large-scalenet-
working, it is interestingto beableto connectsensornetsto TCP/IPnetworks.
In this paper, we discussthreedifferentwaysto connectsensornetworkswith
TCP/IPnetworks: proxy architectures,DTN overlays,andTCP/IPfor sensor
networks. We concludethat the methodsarein somesensesorthogonaland
thatcombinationsarepossible,but thatTCP/IPfor sensornetworkscurrently
hasa numberof issuesthat requirefurther researchbeforeTCP/IPcanbe a
viableprotocolfamily for sensornetworking.
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8.1 Intr oduction

Wirelesssensornetworks is an informationgatheringparadigmbasedon the
collective efforts of many small wirelesssensornodes. The sensornodes,
which areintendedto bephysicallysmallandinexpensive,areequippedwith
oneor moresensors,a short-rangeradio tranciever, a small micro-controller,
andapowersupplyin theform of a battery.

Sensornetwork deploymentsare envisionedto be done in large scales,
whereeachnetwork consistsof hundredsor even thousandsof sensornodes.
In sucha deployment,humancon�gurationof eachsensornodeis usuallynot
feasibleandthereforeself-con�gurationof thesensornodesis important.En-
ergy ef�ciency is alsocritical, especiallyin situationswhereit is not possible
to replacesensornodebatteries.Batteryreplacementmaintenanceis alsoim-
portantto minimizefor deploymentswherebatteryreplacementis possible.

Most sensornetwork applicationsaim at monitoringor detectionof phe-
nomena.Examplesincludeof�ce building environmentcontrol,wild-life habi-
tat monitoring[17], andforest�re detection[24]. For suchapplications,the
sensornetworkscannotoperatein completeisolation;theremustbea way for
a monitoringentity to gainaccessto thedataproducedby thesensornetwork.
By connectingthesensornetwork to anexistingnetwork infrastructuresuchas
the global Internet,a local-areanetwork, or a privateintranet,remoteaccess
to the sensornetwork canbe achieved. Given that the TCP/IPprotocolsuite
hasbecomethede-factonetworking standard,not only for theglobal Internet
but alsofor local-areanetworks, it is of particularinterestto look at methods
for interconnectingsensornetworks andTCP/IPnetworks. In this paper, we
discussanumberof waysto connectsensornetworksto TCP/IPnetworks.

Sensornetworksoftenareintendedto run specializedcommunicationpro-
tocols, therebymaking it impossibleto directly connectthe sensornetwork
with a TCP/IPnetwork. Themostcommonlysuggestedway to getthesensor
network to communicatewith a TCP/IPnetwork is to deploy a proxy between
thesensornetwork andtheTCP/IPnetwork. Theproxyis ableto communicate
bothwith thesensorsin thesensornetwork andhostson theTCP/IPnetwork,
andis therebyableto eitherrelay the informationgatheredby thesensors,or
to actasa front-endfor thesensornetwork.

DelayTolerantNetworking (DTN) [9] is a recentlyproposedcommunica-
tion modelfor environmentswherethecommunicationis characterizedby long
or unpredictabledelaysandpotentiallyhigh bit-errorrates.Examplesinclude
mobilenetworks for inaccessibleenvironments,satellitecommunication,and
certainformsof sensornetworks. DTN createsan overlaynetwork on top of
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theInternetanduseslateaddressbindingin orderto achieve independenceof
the underlyingbearerprotocolsandaddressingschemes.TCP/IPandsensor
network interconnectioncouldbedoneby usinga DTN overlayon top of the
two networks.

Finally, by directly running the TCP/IP protocol suite in the sensornet-
work, it would bepossibleto connectthesensornetwork andtheTCP/IPnet-
work without requiringproxiesor gateways.In a TCP/IPsensornetwork, sen-
sor datacould be sentusing the best-effort transportprotocolUDP, and the
reliablebyte-streamtransportprotocolTCPwould be usedfor administrative
taskssuchassensorcon�gurationandbinarycodedownloads.

Dueto thepowerandmemoryrestrictionsof thesmall8-bitmicro-controllers
in the sensornodes,it is often assumedthat TCP/IPis not possibleto run in
sensornetworks. In previous work [8], we have shown that this is not true;
even small micro-sensornodesareable to run a full instanceof the TCP/IP
protocolstack.We have alsosuccessfullyimplementedour smalluIP TCP/IP
stack[7] on the small sensornodesdevelopedat FU Berlin [1]. Thereare,
however, a numberof problemsthatneedsto besolvedbeforeTCP/IPcanbe
a viablealternative for sensornetwork communication.

The rest of the paperis structuredas follows. We discussproxy archi-
tecturesin Section8.2, followed by a discussionof the DTN architecturein
Section8.3. TCP/IP for sensornetworks is presentedin Section8.4, anda
comparisonof thethreemethodsis given in Section8.5. Finally, thepaperis
concludedin Section8.6.

8.2 Proxy Ar chitectures

Deploying a specialproxy server betweenthesensornetwork andtheTCP/IP
network is averysimpleandstraightforwardwayto connectthetwo networks.
In its simplestform, theproxyresidesasacustom-madeprogramrunningona
gatewaycomputerwhichhasaccessto boththesensornetwork andtheTCP/IP
network. Sinceall interactionbetweenclientsin theTCP/IPnetwork andthe
sensornodesis donethroughthe proxy, the communicationprotocolusedin
thesensornetwork maybechosenfreely.

Theproxycanoperatein eitherof two ways:asarelay, or asafront-end.In
the�rst case,theproxywill simply relaydatacomingfrom thesensornetwork
to clientson the TCP/IPnetwork. The clientsmustregistera particulardata
interest with the proxy, and the proxy will then relay datafrom the sensor
network to theregisteredclients.
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Figure8.1: Proxyarchitecture

In thesecondcase,wheretheproxy actsasa front-endfor thesensornet-
work, theproxypro-activelycollectsdatafrom thesensorsandstorestheinfor-
mationin a database.Theclientscanquerytheproxy for speci�c sensordata
in a varietyof ways,suchasthroughSQL-queriesor web-basedinterfaces.

One advantageof the proxy basedapproachto interconnectsensorand
TCP/IP networks is that the proxy completelydecouplesthe two networks.
This naturally allows for specializedcommunicationprotocolsto be imple-
mentedin thesensornetwork. A front-endproxycanalsobeusedto implement
securityfeaturessuchasuseranddataauthentication.

Among the drawbacksof the proxy approachare that it createsa single
point of failure. If theproxy fails, all communicationto andfrom thesensor
network is effectively madeimpossible. One possiblesolution would be to
deploy redundancy in the form of a set of back-upproxies. Unfortunately,
suchasolutionreducesthesimplicity of theproxyapproach.Otherdrawbacks
are that a proxy implementationusually is specializedfor a speci�c task or
a particularset of protocols. Sucha proxy implementationrequiresspecial
proxiesfor eachapplication. Also, no generalmechanismfor inter-routing
betweenproxiesexist.

Proxieshave previously beenusedfor connectingdevicesto TCP/IPnet-
works in order to overcomelimitations posedby the devices themselves,or
limitationscausedby thecommunicationenvironmentin whichthedevicesare
located. The WirelessApplication Protocol(WAP) stack[15] is intendedto
besimplerthantheTCP/IPprotocolstackin orderto run on smallerdevices,
and to be bettersuitedto wirelessenvironments. WAP proxiesare usedto
connectWAP deviceswith the Internet. Similarly, theRemoteSocket Archi-
tecture[23] exportstheBSDsocket interfaceto aproxy in orderto outperform
ordinaryTCP/IPfor wirelesslinks.
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8.3 DelayTolerant Networks

The Delay TolerantNetwork architecture[9] is intendedfor so-calledchal-
lengedenvironments. Propertiesof suchenvironmentsincludelong andvari-
abledelays,frequentnetwork partitioning,potentiallyhigh bit-error ratesand
asymmetricaldatarates.DTN is basedontheobservationthattheTCP/IPpro-
tocol suite is built arounda numberof implicit assumptionsthat do not hold
truein challengedcommunicationenvironments.In particular, theunderlying
assumptionsof TCP/IPare:

� An end-to-endpathmustexist betweensourceanddestinationduringthe
wholedataexchange.

� Themaximumroundtrip-time for packetsmustberelatively smalland
stable.

� Theend-to-endpacket lossis relatively small.

TheDTN architecturaldesigncontainsseveralprinciplesto provideservice
in theseenvironments:

� DTN usesan overlayarchitecturebasedon store-and-forwardmessage
switching. The messages,calledbundles, that are transmittedcontain
bothuserdataandrelevantmeta-data.A message-switchedarchitecture
providestheadvantageof apriori knowledgeof thesizeandperformance
requirementsof thedatatransfer. Thebundlelayerworksasanapplica-
tion layeron top theTCP/IPprotocolstack.

� Thebasetransferbetweennodesreliesonstore-and-forwardtechniques,
i.e., a packet is kept until it canbe sentto the next hop. This requires
thatevery nodehasstorageavailablein thenetwork. Furthermore,this
allows to advancethepoint of retransmissiontowardsthedestination.

A DTN consistsa setof regionswhich sharea commonlayer called the
bundle layer that residesabove the transportlayer. The bundle layer stores
messagesin persistentstorageif thereis no link available,fragmentsmessages
if necessary, andoptionally implementsend-to-endreliability. The layersbe-
low the bundlelayer arenot speci�ed by thearchitecture,but arechosendy-
namicallybasedon the speci�c communicationcharacteristicsandthe avail-
ableprotocolsin eachregion. Oneor moreDTN gatewaysexist in eachDTN
region. The DTN gateway forwardsbundlesbetweenregions,andtakescare
of deliveringmessagesfrom otherregionsto hostswithin thelocal region.
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TheDTN architecturehasbeendesignedwith thesensornetwork paradigm
in mind. In sensornetworks,thenetwork maybepartitionedfrequentlywhen
nodesgointo sleepmodeor becauseof nodefailure.Thiswill disruptany end-
to-endpathsthroughthenetwork. Also, packet lossratesin sensornetworks
canbeveryhigh [28] androutesmaybeasymmetric.

Protocols

Application

Bundle layer

Protocols
Internet Sensor Net.

DTN-Gateway

TCP/
Sensor
Network
Protocol

IP

Figure8.2: ConnectingusingtheDTN architecture

When connectingsensornetworks to a TCP/IP network using the DTN
architecture,wehaveatleasttwo regionsasdepictedin Figure8.2:oneTCP/IP
regionwheretheTCP/IPprotocolsuiteis usedandonesensornetwork region
wherespecializedsensornetwork protocolsareimplemented.A DTN gateway
nodeis put in betweenthetwo networks,similar to wherea proxy would have
beenplaced.

TheDTN gatewayactsmuchasa relayproxy asdiscussedin theprevious
section,andtherelayproxy approachcanbeviewedasa speci�c instanceof
theDTN architecture.TheDTN architectureis muchmoregeneralthanasim-
pleproxybasedapproach,however, astheDTN architectureevenallowsmap-
ping thesensornetwork into morethanoneDTN region,with DTN gateways
locatedwithin thesensornetwork. For sensornetworkswherenetwork parti-
tioning is frequent,or whereend-to-endcommunicationis impossible,sucha
network designwould be appropriate.A fully DTN enabledsensornetwork
would easilybe extendedto a TCP/IPnetwork, simply by connectingoneor
moreof theDTN gatewaysto theTCP/IPnetwork.

8.4 TCP/IP for SensorNetworks

Directly employing theTCP/IPprotocolsuiteasthecommunicationprotocol
in thesensornetwork wouldenableseamlessintegrationof thesensornetwork
andany TCP/IPnetwork. No specialintermediarynodesor gatewayswould
beneededfor connectingasensornetwork with aTCP/IPnetwork. Rather, the
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connectionwould simply bedoneby connectingoneor moresensornodesto
theTCP/IPnetwork. TCP/IPin thesensornetwork wouldalsoprovidethepos-
sibility to routedatato andfrom thesensornetwork overstandardtechnologies
suchasGeneralPacketRadioService(GPRS)[4]. Thisleadsto anarchitecture
asshown in Figure8.3.

IP

TCP/IP

TCP/IP

TCP/

Figure8.3: ConnectingusingTCP/IPin thesensornetwork

Until recently, many believed that tiny sensornodeswould lack the nec-
essarymemoryandcomputationalresourcesto be ableto run a full instance
of theTCP/IPprotocolstack. Therefore,the ideaof usingTCP/IPfor sensor
networkshasnot beengivenmuchresearchattention.We have showedthata
full TCP/IPstackindeedcanberunevenonvery limited devices[8], andhave
implementedour small uIP TCP/IP implementation[7] on the sensornodes
developedat FU Berlin [1]. Thesenodesare equippedwith an 8-bit Texas
InstrumentsMSP430low-power micro-controllerwith a built-in memoryof
2048bytes.OurTCP/IPimplementationrequiresonly a few hundredsbytesof
memoryto operate,which leavesplentyof memoryfor theactualsensornode
applications.

Thefactthatweareableto runtheTCP/IPstackevenontiny sensornodes
suggestthatTCP/IPfor sensornetworksmaybewithin reach.Sensornetworks
runningthe TCP/IPprotocolsuitewould be very easyto connectto existing
TCP/IPnetworks, andwould alsoable to bene�t from the wealthof readily
availableapplicationssuchas�le transfersusingFTP or HTTP andpossibly
time synchronizationwith NTP. Thereare, however, a numberof problems
with usingTCP/IPfor wirelesssensornetworksthatneedto beaddressedbe-
foreTCP/IPis a viablealternative for sensornetworks:
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� Theaddressingandroutingschemesof IP arehost-centric.

� Theheaderoverheadin TCP/IPis very largefor smallpackets.

� TCPdoesnot performwell over links with high bit-error rates,suchas
wirelesslinks.

� Theend-to-endretransmissionsusedby TCPconsumesenergy at every
hopof theretransmissionpath.

IP is designedso thatevery network interfaceconnectedto a network has
its own IP address.Thepre�x of theaddressis thesamefor all network inter-
facesin thesamephysicalnetwork androuting is donebasedon thenetwork
pre�xes. This doesnot �t well with the sensornetwork paradigm,wherethe
maininterestis thedatageneratedby thesensorsandtheindividualsensoris of
minor importance.Most of theproposedcommunicationprotocolsfor sensor
networksusedatacentricroutingandaddressing[10, 12] andeventhoughsim-
ilar mechanismshave beendevelopedasoverlaynetworks on top of IP [21],
theseusuallyrequiretoo muchstateto bekeptin theparticipatingnodesto be
feasibleto run on limited sensornodes.

Thesizeof TCP/IPpacket headersis between28 and40 bytes,andwhen
sendinga few bytesof sensordatain a datagramtheheadersconstitutenearly
90%of eachpacket. Energy ef�ciency is of primeimportancefor sensornet-
works,andsinceradiotransmissionoftenis themostenergy consumingactiv-
ity in a sensornode[20], a headeroverheadof 90%is not acceptable.Hence,
mostprotocolsdevelopedfor sensornetworksstrive to keeptheheaderover-
headaslow aspossible.For example,theTinyOS[11] messageheaderover-
headis only 5%. Theheaderoverheadin TCP/IPcanbereducedusingvarious
formsof headercompression[13, 6, 16, 5]. Thesemechanismsarecommonly
designedto work only overasingle-hoplink, but work is currentlybeingdone
in trying to adoptthesemechanismsto themulti-hopcase[19].

Furthermore,sinceTCPwasdesignedfor wirednetworkswherebit-errors
areuncommonandwherepacket dropsnearlyalwaysaredueto congestion,
TCP always interpretspacket dropsas a sign of congestionand reducesits
sendingratein responseto a droppedpacket. This leadsto badperformance
overwirelesslinks wherepacketsfrequentlyaredroppedbecauseof bit-errors.
TCP misinterpretsthe packet lossascongestionandlowersthe sendingrate,
eventhoughthenetwork is not congested.

Also, TCP usesend-to-endretransmissions,which in a multi-hop sensor
network requiresa transmissionby every sensornodeon the path from the
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senderto the receiver. Sucha retransmissionconsumesmoreenergy thana
retransmissionschemewherethe point of retransmissionis moved closerto
thereceiver. Protocolsusingothermechanismsto implementreliability, such
asreliableprotocolsespeciallydevelopedfor sensornetworks[22, 27, 26], are
typically designedto beenergy conserving.

Methodsfor improving TCPperformancein wirelessnetworkshave been
proposed[2, 3, 14], but theseareoften targetedtowardsthe casewherethe
wirelesslink is thelast-hop,andnot for wirelessnetworkswith multiple wire-
lesshops.In addition,traditionalmethodsassumethattheroutingnodeshave
signi�cantly largeramountsof resourcesthanwhatlimited sensornodeshave.

8.5 Comparisonof the Methods

The threemethodsfor connectingsensornetworks to TCP/IPnetworks pre-
sentedhereare in somerespectsorthogonal—itis possibleto make combi-
nationssuchasa partially TCP/IP-basedsensornetwork with a DTN overlay
connectedto the global Internetusingan front-endproxy. It is thereforenot
possibleto make a direct comparisonof the methods.Instead,we will state
themeritsanddrawbacksof eachof themethodsandcommentonsituationsin
whicheachmethodis suited.

A pureproxymethodworkswell whenthesensornetwork is deployedrel-
atively closeto a placewherea proxy server canbe safelyplaced.Sincethe
proxy server by designmusthave moreprocessingpower andmorememory
thanthesensors,it is likely to requireanelectricalpower supplyratherthana
battery. Also, theproxy mayneedto beequippedwith a stablestoragemedia
suchasa harddisk,whichmaymake theproxy physicallylargerthanthesen-
sornodes.Oneexampleof a situationwherethesecriteriaaremetis anof�ce
building environment.Here,a proxy server canbeplacedcloseto thesensor
network, perhapseven in the sameroom asthe sensors,andhave immediate
accessto electricalpower. Anotherexamplewould be a nauticalsensornet-
work wheretheproxy couldbeequippedwith a largebatterypackandplaced
in thewaterwith a buoy suchthat thesigni�canceof thephysicalsizeof the
proxynodewouldbereduced.

Front-endproxiescanalsobe usedfor a numberof otherthings,besides
for achieving interconnectivity, suchassensornetwork statusmonitoring,and
generationof sensorfailurereportsto humanoperators.

TheDTN architecturecanbeviewedasageneralizationof theproxyarchi-
tectureandindeedaDTN gatewaysharesmany propertieswith aproxyserver.
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A DTN gateway in thesensornetwork regionwill beplacedat thesameplace
as a proxy server would have beenplaced,and also requiresmore memory
andstablestoragemediathanthesensornodes.Thereare,however, a number
of thingsthat aregainedby usingthe DTN architectureratherthana simple
proxy architecture.First, DTN inherentlyallows for multiple DTN gateways
in a DTN region, which removes the single-point-of-failure problemof the
simpleproxy architecture.Second,while a proxy architectureusuallyis spe-
cializedfor the particularsensornetwork application,DTN providesgeneral
mechanismsandaninterfacethatcanbeusedfor a largenumberof occasions.
Also, if thesensornetwork is deployedin a placewith a problematiccommu-
nicationenvironment,the DTN architectureprovidesa setof featureswhich
canbeusedto overcomethecommunicationproblems.Examplesof suchsit-
uationswould be deep-seaexploration or placeswhereseismicactivity can
disruptcommunication.

Fromaninterconnectivity perspective,runningnativeTCP/IPin thesensor
networks is the most convenientway to connectthe sensornetwork with a
TCP/IPnetwork. Oneor moresensornodeswould simply be attachedto the
TCP/IPnetwork, and the two networks could exchangeinformation through
any of thosenodes.Theattachmentcanbedoneeitherusinga directphysical
link, suchasanEthernetcable,or overa wirelesstechnologylike GPRS.

While a TCP/IPenabledsensornetwork may provide the easiestway to
interconnectthenetworks,it is usuallynotacompletesolution,but mustbein-
tegratedinto a largerarchitecture.TheproxyandDTN architecturesdiscussed
hereareexamplesof suchanarchitecture.Wecane.g.imagineanof�ce build-
ing TCP/IPsensornetwork that is connectedto a front-endproxy locatedin
the cellar of the building. The connectionbetweenthe proxy andthe sensor
network would be madeusing the regular TCP/IP local-areanetwork in the
building. Anotherexamplewould bea TCP/IPsensornetwork for monitoring
the in-door environmentin a train. A DTN gateway would be placedin the
sametrain,andthesensornetwork andthegatewaywouldcommunicateusing
TCP/IPoverthetrain's localareanetwork. TheDTN gatewaywouldbeableto
transmitthegatheredinformationover theglobal Internetat placeswherethe
trainhasInternetaccess.

Finally, from a securityperspective, the front-endproxy architecturepro-
videsa goodplaceto implementuseranddataauthentication,sinceall access
to thesensornetwork goesthroughtheproxy. TheDTN architectureis inher-
ently designedfor securityandusesasymmetriccryptographyto authenticate
bothindividualmessagesandrouters.TCP/IPassuchdoesnotprovideany se-
curity, sosecuritymustbeimplementedexternallyeitherby usinga front-end
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proxy, DTN, or any of theexisting securitymechanismsfor TCP/IPnetworks
suchasKerberos.It shouldalsobenotedthatsecuritymethodsdevelopedes-
peciallywith wirelesssensornetworksin mind[18, 25] canbeimplementedas
applicationlayersecurityin TCP/IPsensornetworks.

8.6 Conclusions

Wehavepresentedthreemethodsfor connectingwirelesssensornetswith TCP/IP
networks: proxy architectures,Delay TolerantNetworking (DTN) overlays,
andTCP/IPfor sensornetworks. The threemethodsareorthogonalin that it
is possibleto form combinations,suchasa DTN overlayon top of a TCP/IP
sensornetwork behinda front-endproxy.

Theproxy architecturesaresimpleandmake it possibleto usespecialized
communicationprotocolsin the sensornetwork, but are applicationspeci�c
and createsa single point of failure. The DTN architecturealso allows for
specializedprotocols,but providesa muchmoregeneralcommunicationar-
chitecture. DTN is also useful if the sensornetwork itself is deployed in a
challengedcommunicationenvironment.

Finally, by using the TCP/IPprotocolsuite for the sensornetwork, con-
nectingthe sensornetwork with anotherTCP/IPnetwork is simply doneby
attachingoneor moresensornodesto bothnetworks. However, attachingthe
sensornodesto theTCP/IPnetwork maynot alwaysbeideal,anda combina-
tion of eithera proxy architectureandTCP/IP, or DTN andTCP/IP, may be
bene�cial.

TCP/IPfor sensornetworkscurrentlyhasanumberof problems,andthere-
fore furtherresearchin theareais neededbeforeTCP/IPcanbea viablealter-
native for sensornetworking.
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Abstract

TheTCP/IPprotocolsuite,which hasprovenitself highly successfulin wired
networks,is oftenclaimedto beunsuitedfor wirelessmicro-sensornetworks.
In this work, we questionthis conventionalwisdomandpresenta numberof
mechanismsthat are intendedto enablethe useof TCP/IP for wirelesssen-
sor networks: spatialIP addressassignment,sharedcontext headercompres-
sion,applicationoverlayrouting,anddistributedTCPcaching(DTC). Sensor
networksbasedon TCP/IPhave theadvantageof beingableto directly com-
municatewith an infrastructureconsistingeitherof a wired IP network or of
IP-basedwirelesstechnologysuchasGPRS.We have implementedpartsof
our mechanismsboth in a simulatorenvironmentandon actualsensornodes.
Ourpreliminaryresultsarepromising.
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9.1 Intr oduction

Many wirelesssensornetworkscannotbeoperatedin isolation;thesensornet-
work mustbeconnectedto anexternalnetwork throughwhichmonitoringand
controllingentitiescanreachthesensornetwork. Theubiquity of TCP/IPhas
madeit thede-factostandardprotocolsuitefor wired networking. By running
TCP/IPin thesensornetwork it is possibleto directly connectthesensornet-
work with awirednetwork infrastructure,withoutproxiesor middle-boxes[4].
It is often arguedthat the TCP/IP protocol stackis unsuitedfor sensornet-
works becauseof the speci�c requirementsand the extremecommunication
conditionsthatsensornetworksexhibit. We believe,however, thatby usinga
numberof optimizationmechanisms,it is possibleto achieve similar perfor-
mancein termsof energy consumptionanddatathroughputwith TCP/IPas
thatobtainedby usingspecializedcommunicationprotocols,while at thesame
timebene�ting from theeaseof interoperabilityandgeneralityof TCP/IP.

We envision that datatransportin a TCP/IP sensornetworkis doneus-
ing thetwo maintransportprotocolsin theTCP/IPstack:thebest-effort UDP
andthe reliablebyte-streamTCP. Sensordataandother information that do
not requirereliabletransmissionis sentusingUDP, whereasTCP is usedfor
administrative tasksthatrequirereliability andcompatibilitywith existing ap-
plication protocols. Examplesof suchadministrative tasksarecon�guration
andmonitoringof individual sensornodes,anddownloadsof binary codeor
dataaggregationdescriptionsto sensornodes.

Thecontributionof this paperareour innovativesolutionsto thefollowing
problemswith TCP/IPfor sensornetworks:

IP addressingarchitecture. In ordinaryIP networks,IP addressesareas-
signedto eachnetwork interfacethatis connectedto thenetwork. Addressas-
signmentis doneeitherusingmanualcon�guration or a dynamicmechanism
suchasDHCP. In a large scalesensornetwork, manualcon�guration is not
feasibleanddynamicmethodsareusuallyexpensive in termsof communica-
tion. Instead,weproposeaspatialIP addressassignmentschemethatprovides
semi-uniqueIP addressesto sensornodes.

Header overhead. The protocolsin the TCP/IPsuitehave a very large
headeroverhead,particularlycomparedto specializedsensornetwork commu-
nicationprotocols. We believe that the sharedcontext natureof sensornet-
works makesheadercompressionwork well asa way to reducethe TCP/IP
headeroverhead.

Addr esscentric routing. Routingin IP networksis basedontheaddresses
of thehostsandnetworks. Theapplicationspeci�c natureof sensornetworks
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makestheuseof data-centricroutingmechanisms[5] preferableoveraddress-
centricmechanisms,however. We proposea speci�c form of an application
overlay networkto implementdata-centricrouting and dataaggregation for
TCP/IPsensornetworks.

Limited nodes. Sensornodesare typically limited in termsof memory
andprocessingpower. It is oftenassumedthat theTCP/IPstackis too heavy-
weight to be feasiblefor suchsmall systems.In previouswork [3], we have
shown thatthis is not thecasebut thatanimplementationof theTCP/IPstack
in factcanberun on 8-bit micro-controllerswith only a few hundredbytesof
RAM.

TCP performanceand energy inef�ciency. Thereliablebyte-streampro-
tocol TCP hasbeenshown to have seriousperformanceproblemsin wireless
networks [2]. Moreover, the end-to-endacknowledgmentandretransmission
schemeemployedby TCP causesexpensive retransmissionsalongevery hop
of thepathbetweenthesenderandthereceiver, if apacketis dropped.Wehave
developeda distributedmechanismsimilar to TCP snoop[2] that we believe
canbeusedto overcomebothproblems.

While wearenotawareof any researchonTCP/IPfor wirelesssensornet-
works, thereis a plethoraof work beingdoneon TCP/IP for mobile ad-hoc
networks (MANETs). Thereare,however, a numberof differencesbetween
sensornetworksandMANETs thataffecttheapplicabilityof TCP/IP. MANET
nodesareoperatedby humanusers,whereassensornetworksareintendedto
be autonomous.The user-centricity of MANETs makes throughputthe pri-
maryperformancemetric,while theper-nodethroughputin sensornetworksis
inherentlylow becauseof thelimited capabilitiesof thenodes.Instead,energy
consumptionis theprimaryconcernin sensornetworks.Finally, TCPthrough-
put is reducedby mobility [6], but nodesin sensornetworksareusuallynotas
mobileasMANET nodes.

In Sections9.2through9.6wedescribeourproposedsolutionsto theabove
problemsandreporton preliminaryresults.Finally, Section9.7concludesthe
paperandpresentsthedirectionof our futurework.

9.2 Spatial IP AddressAssignment

For mostsensornetworks,thedatageneratedby thesensornodesneedsto be
associatedwith thespatiallocationwherethedatawassensed.It is therefore
a reasonableassumptionthat the nodesin a sensornetwork have someway
of determiningtheir location,andmethodsfor localizationin sensornetworks
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havebeendeveloped[14].
For TCP/IPsensornetworks,we proposea spatial IP addressassignment

mechanismto solve the problemof addressassignment.With spatialIP ad-
dressassignment,eachsensornodeusesits spatiallocationto constructanIP
address.Sinceweassumethatthenodesareawareof theirownspatiallocation,
theaddressassignmentrequiresneitheracentralservernorcommunicationbe-
tweenthesensornodes.
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Figure9.1: ExamplespatialIP addressassignmentandtwo regionalsubnets.

Figure9.1showsanexamplenetwork with spatiallyassignedIP addresses.
In this particularnetwork, eachsensorhasconstructedits IP addressby tak-
ing the(x; y) coordinatesof thenodeasthetwo leastsigni�cant octetsin the
IP address.We do not intend to specify the speci�c way that the addresses
areconstructed,but assumethat it will vary betweendifferentkind of sensor
networks.

Becauselocationinformationis encodedin theIP addresses,wecande�ne
a regional subnetasa setof sensornodesthatsharea pre�x (Figure9.1) and
implementastraightforwardregionalbroadcastmechanism,analogousto ordi-
naryIP subnetbroadcasts.Thismechanismdoesnot requireaspecialmapping
betweenlogical andphysicallocationasneeded,e.g.,in GeoCast[10].

ThespatiallyassignedIP addressesarenot guaranteedto beunique,since
two or moreadjacentsensornodesmay obtainthesamelocationcoordinates
andtherebyconstructthesameaddress.Nodeswith duplicateaddressesarein
theproximity of eachother, however, which helpsto avoid routingproblems;
nodeswith duplicateaddressesarelikely to sharelargepartsof routingpaths
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towardsthenodes.Transportlayer port numbercon�icts for sensorsthat are
ableto overheareachother's radiocommunicationcanberesolvedby passive
monitoringof theneighbors'communication.

9.3 HeaderCompression

Energy is often the most scarceresourcein wirelesssensornetworks, and
for many applicationsradio transmissionis the mostexpensive activity [12].
The minimum sizeof a UDP/IP headeris 28 bytesanda 4 bytessensordata
valuesentusingusingUDP/IPhasa87.5%headeroverhead,whichcauselarge
amountsof energy to bespentin transmittingtheheader.

In sensornetworks, all sensornodesareassumedto cooperatetowardsa
commongoal,andthereforethenodessharea commoncontext. For that rea-
son,all nodescanagreeonspeci�c UDP/IPheader�eld valuesfor sensordata
UDP datagrams.The headerscanthenbe compressedusingsimplepattern-
matchingtechniques.For example,sinceall nodesarepartof thesameIP sub-
net,thereis noneedto transmitfull IP addressesin theheadersof packetsthat
aresourcedfrom or aredestinedto nodesin thesensornetwork. Similarly, by
utilizing only a smallrangeof UDP portsfor thesensordatadatagrams,trans-
mitting full 16-bit port numbersis not requiredfor packetscontainingsensor
data.

For TCP connections,standardheadercompressiontechniques[8, 9] can
be used,but the speci�c requirementsof the sensornetwork placeadditional
challenges.For instance,while ordinaryTCPheadercompressionmaybecon-
tent with the connectionend-pointsdetectingand retransmittingincorrectly
decompressedheaders,a multi-hopwirelesssensornetwork mustperformin-
network detectionandretransmissionin a moreaggressivemannerbecauseof
theenergy consumptioncausedby end-to-endretransmissions.It shouldalso
benotedthatothersareworkingonmulti-hopawareheadercompressiontech-
niques[11] thatcouldbebene�cial for TCP/IPsensornetworksaswell.

9.4 Application Overlay Routing

The spatial IP addressingmechanismprovides a way to sendIP packets to
nodesspeci�ed by their spatiallocation,but a pureIP packet routingscheme
cannotreadilysupportdataaggregationor attributebasedrouting. Instead,we
believe that applicationoverlay networks may be a good way to implement
suchmechanisms.At �rst sight,anoverlaynetwork mightseemtooexpensive
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for a wirelesssensornetwork, becauseof the mappingrequiredbetweenthe
physicalnetwork andtheoverlaynetwork. We argue,however, thatby choos-
ing an overlaynetwork that �ts well with theunderlyingphysicalnatureof a
sensornetwork, themappingis notnecessarilyexpensive.

We believe thatUDP datagramssentusinglink local IP broadcast[13] is
a suitablemechanismfor implementinganapplicationoverlaynetwork on top
of thephysicalsensornetwork structure.Link localbroadcastsprovideadirect
mappingbetweentheapplicationoverlayandtheunderlyingwirelessnetwork
topology. By tuning theheadercompressionfor thespecialcaseof link-local
broadcasts,the headeroverheadof suchpacketsdoesnot needto be signi�-
cantly larger than that of a broadcastpacket directly sentusing the physical
network interface. Furthermore,link-local applicationlayer broadcastscan
alsobe usedto implementboth low-level mechanismssuchasneighbordis-
coveryandhigh-level protocolssuchasDirectedDiffusion[7].

In additionto the compatibility aspects,an applicationlayer overlay net-
work alsohasthebene�tsof generalityin thatit canberun transparentlyover
bothsensornodesandregularInternethosts,without requiringproxiesor pro-
tocol converters.

9.5 Tiny TCP/IP Implementation

It is oftenassumedthatTCP/IPis tooheavy-weightto befeasibleto implement
on a small systemsuchasa sensornode. We have previously shown [3] that
evena smallsystemcanrun the full TCP/IPprotocolstack,albeitwith lower
performancein termsof throughput.OuruIPTCP/IPimplementation[3] occu-
piesonly a few kilobytesof codespaceandrequiresaslittle asa few hundreds
bytesof memory, andwe have successfullyportedit to theEmbeddedSensor
Board(ESB)developedat FU Berlin [1]. TheESBis equippedwith a number
of sensors,anRFtransceiver, andanMSP430low-power8-bitmicro-controller
with 2048bytesof RAM and60kilobytes�ash ROM.

9.6 Distrib uted TCP Caching

The reliable byte-streamTCP was designedfor wired networks wherebit-
errorsareuncommonandwherecongestionis thepredominantsourceof packet
drops.Therefore,TCPalwaysinterpretspacket dropsasa signof congestion
and reducesits sendingrate in responseto a droppedpacket. Packet drops
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in wirelessnetworksareoftendueto bit-errors,which leadsTCPto misinter-
pret thepacket lossascongestion.TCPwill thenlower thesendingrate,even
thoughthenetwork is notcongested.

Furthermore,TCP usesend-to-endretransmissions,which in a multi-hop
sensornetwork requiresaretransmittedpacketto beforwardedby everysensor
nodeon thepathfrom thesenderto thereceiver. As Wan et al. note,end-to-
endrecovery is not a goodcandidatefor reliabletransportprotocolsin sensor
networkswhereerrorratesarein therangeof 5%to 10%orevenhigher[15]. A
schemewith local retransmissionsis moreappropriatesinceit is ableto move
thepoint of retransmissionclosertowardsthe�nal recipientof thepacket.

To deal with theseissues,we proposea schemecalled distributed TCP
caching(DTC) thatusessegmentcachingandlocal retransmissionsin cooper-
ationwith the link layer. Othermechanismsfor improving TCPperformance
overwirelesslinks, suchasTCPsnoop[2], focuson improving TCPthrough-
put. In contrast,DTC is primarily intendedto reducetheenergy consumption
requiredby TCP. DTC doesnot requireany protocol changesneitherat the
sendernor at thereceiver.

We assumethateachsensornodeis ableto cacheonly a smallnumberof
TCPsegments;speci�cally, we assumethatnodesonly have enoughmemory
to cachea singlesegment.
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Figure9.2: DistributedTCPcaching(left) andspuriousretransmission(right)

Theleft partof Figure9.2showsasimpli�ed examplehow weintendDTC
to work. In this example,a TCP sendertransmitsthreeTCP segments.Seg-
ment 1 is cachedby node5 right before it is droppedin the network, and
segment2 is cachedby node7 beforebeingdropped.Whenreceiving segment
3, theTCPreceiversendsanacknowledgment(ACK 1). Whenreceiving ACK



9.6 Distrib uted TCP Caching 115

1, node5, whichhasacachedcopy of segment1, performsa local retransmis-
sion. Node5 alsorefrainsfrom forwardingtheacknowledgmenttowardsthe
TCP sender, so that the acknowledgmentsegmentdoesnot have to travel all
theway throughthenetwork. Whenreceiving theretransmittedsegment1, the
TCP receiver acknowledgesthis segmentby transmittingACK 2. On recep-
tion of ACK 2, Node7 performsa local retransmissionof segment2, which
waspreviously cached.This way, the TCP receiver obtainsthe two dropped
segmentsby local retransmissionsfrom sensornodesin thenetwork, without
requiring retransmissionsfrom the TCP sender. When the acknowledgment
ACK 4 is forwardedtowardsthe TCP sender, sensornodeson the way can
cleartheir cachesandarethusreadyto cachenew TCPsegments.

9.6.1 SegmentCachingand Packet LossDetection

DTC usessegmentcachingto achieve local retransmissions.Becauseof the
memorylimitations of the sensornodes,it is vital to the performanceof the
mechanismto �nd an appropriateway for nodesto selectwhich segmentsto
cache.Initial analysissuggestthata desirableoutcomeof theselectionalgo-
rithm is thatsegmentsarecachedat nodesascloseto thereceiveraspossible,
andthatnodescloserto thereceivercachesegmentswith lowersequencenum-
bers. To achieve this, eachnodecachesthe TCP segmentwith the highest
sequencenumberseen,andtakesextra careto cachesegmentsthatarelikely
to be droppedfurther along the path towardsthe receiver. We usefeedback
from a link layerthatsupportspositiveacknowledgmentsto infer packetdrops
on thenext-hop.A TCPsegmentthatis forwardedbut for which no link layer
acknowledgmentis receivedmayhave beenlost in transit,andthesegmentis
locked in thecacheindicatingthat it shouldnot beoverwrittenby a TCPseg-
mentwith a highersequencenumber. A locked segmentis clearedfrom the
cacheonly whenan acknowledgmentthat acknowledgesthe cachedsegment
is received,or whenthesegmenttimesout.

To avoid retransmissionsfrom theoriginal TCPsender, DTC needsto re-
spondfasterto packetdropsthanregularTCP. DTC usesordinaryTCPmech-
anismsto detectpacket loss: time-outsandduplicateacknowledgments.Ev-
ery nodeparticipatingin DTC maintainsa soft TCPstatefor connectionsthat
passthroughthenode.We assumesymmetricandrelatively stableroutes,and
thereforethenodescanestimatethedelaysbetweenthenodeandtheconnec-
tion end-points. The delaysexperiencedby the nodesare lower than those
estimatedby theTCPend-points,andthenodesarethereforeableto uselower
time-outvaluesandperformretransmissionsquicker thantheconnectionend-
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points.

In TCP, duplicateacknowledgmentssignaleitherpacket lossor packet re-
ordering.A TCPreceiverusesathresholdof threeduplicateacknowledgments
asa signalof packet loss,whichmaybetooconservativefor DTC. Sinceeach
DTC nodeinspectsthe TCP sequencenumbersof forwardedTCP segments,
thenodesmaybeableto computeaheuristicfor theamountof packet reorder-
ing, andto lower theduplicateacknowledgmentthresholdif packet reordering
is found to be uncommonin the network. Furthermore,caremustbe taken
to avoid spuriousretransmissionscausedby misinterpretingacknowledgments
for new dataasacknowledgmentsthatsignalpacket loss,asshown in theright
partof Figure9.2.Thenodescanuseestimatedround-triptimesto distinguish
betweenan acknowledgmentthatdetectsa lost packet andonethatacknowl-
edgesnew data.

We arealsoconsideringusingtheTCPSACK optionto detectpacket loss
andalsoasa signalingmechanismbetweenDTC nodes.

9.6.2 Preliminary Results

We have performedsimulationscomparingstandardTCP with DTC. Our re-
sultsshow vast improvements:For path lengthsbetween5 and10 hopsand
packet lossratesbetween5%and15%,thenumberof retransmissionsthatthe
TCP senderhasto performdecreasesby a factorof four to eight. For exam-
ple,with a packet lossrateof 10%for datapackets(5% for acknowledgments
and2% for link level acknowledgments),a pathlengthof 10 hops,andwith
500 packets to be transmittedthe numberof requiredsourceretransmission
decreasesfrom 51 to 6 (averagedover30differentruns).

In sensornetworks,sensordata�o ws from sourcesto sinks,whereascon-
trol or managementdata�o ws from sinks to sources[15]. Therefore,nodes
closeto thesink usuallyarethe�rst to run out of energy becausesensordata
senttowardsthe sink hasto passthem. As shown by our initial simulation
resultsin Figure9.3,DTC is ableto reducethe loadat thenodescloseto the
sink/TCPsender.

We do not yet have any resultsfrom theTCPheadercompressioncoupled
with DTC, but ourUDP/IPheadercompressoris ableto reduceUDP/IPhead-
ersfor sensordatafrom 28 to threebytes.
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Figure9.3: DTC loadreductioncloseto sender

9.7 Conclusionsand Futur e Work

In this paperwe challengethe assumptionthat TCP/IPis unsuitablefor sen-
sor networks. Our main contributions are a spatial IP addressassignment
schemeand a mechanismfor distributedsegmentcachingcalled distributed
TCPcaching.

Futurework will be targetedat furtherdevelopmentandevaluationof the
proposedmechanismsusing both simulationand experimentswith physical
sensornetworks. We arecurrently looking into the interactionsbetweenthe
link layerandheadercompressionmechanismsthatwork togetherwith DTC.
ForDTC,wewill considertheenergyconsumptiontradeoffs involvedwith link
layerswith differentlevelsof reliability. We alsointendto compareDTC with
transportprotocolsspeci�cally designedfor sensornetworkssuchasPSFQ[15].
Furthermore,we are currently implementingthe DTC mechanismon actual
sensornodesin orderto measurereal-world performanceandpreliminaryre-
sultsshow thatthesensornodesarecapableof runningbothafull TCP/IPstack
andtheDTC mechanism.
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